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TRAINING PLAN

1.
Introduction. 

This training plan describes and defines the security awareness, training, and educational program goals, objectives, and standards for supporting the Department of Defense mission. This plan emphasizes information protection precepts and promotes consistent application of security principles in the use of Department of Defense (DoD) information systems.

2.
Goal

The goal of this Training Plan is to make sure all personnel understand the necessity and practice of safeguarding information processed, stored, or transmitted on all information systems. 

Personnel must know how to protect these systems against sabotage, tampering, denial of service, espionage, fraud, misappropriation, misuse, or release to unauthorized persons by applying various information protection countermeasures. This plan provides a basis for establishing the required learning objectives in all training methods and offers recommended courses.

3.
Objectives

The objective of this plan is to train individuals to:

· Understand the inherent weaknesses in information systems and the potential harm to national security due to the improper use of information systems.

· Keep informed of the threats (including human intelligence) to, and vulnerabilities of, information systems.

· Take necessary measures to protect information generated, stored, processed, transferred, or communicated by information systems.

· Recognize practices and conditions that create vulnerabilities in information systems, and use established security procedures to address them.

· Protect information systems against denial of service and unauthorized (accidental or intentional) disclosure, modification, or destruction of information systems and data.

· Understand how information assurance relates to the overall protection of information generated, processed, stored, or transferred on DoD information systems.

4.
Background

It is imperative that the organizations that manage and work within the DoD understand and manage their dynamic and growing information system processing infrastructure.  Through various programs and policies, there are an inordinate number of people performing tasks as system administrators (SAs) on these servers with limited training.  Some tasks can be performed with little knowledge, while others require extensive experience.  Results from the 1997 Eligible Receiver exercise revealed the need to assure consistent verifiable skill sets for individuals functioning as system administrators, primarily in the system security functions.  This plan outlines three separate levels and maps skills against them so that managers overseeing DoD systems can adequately train system administration personnel, thereby gaining more efficient operational use of them and assuring information system protection.

Throughout this plan the term system administrator will be used.  Services and agencies have various definitions of system administrator, but in all cases systems administrators are generalists.  They install, tune, and maintain information systems and associated networks. System administrators:

· Teach users operational duties and solve related problems,

· Write scripts/programs,

· Repair or upgrade hardware, and,

· With Information System Security Officers (ISSOs), enforce security.

Systems administrators keep an information system environment up and running for their users.

Before continuing, some preliminary clarifications are necessary:

· Operating system.  Even though a vast majority of system administrators work with UNIX or Windows based (either NT or 2000), this plan is not operating system specific.  System administrators are expected to have some experience with the operating system they use.  This plan can be applied to system administrators of all operating systems.

· Education/Training.  A college degree is not required at any level, but formal education is essential for a system administrator.  The understanding needed to be able to debug complex problems and tune performance, as well as understanding how operating systems and networks work must come from formal education, reinforced with on-the-job training.  System administrators should have the background that allows them to recognize why solutions work.  Private industry resources, academia, and private training companies, can supplement training provided by the DoD.

· Programming.  Programming experience is required beyond the first level of certification for system administrators.  Knowledge of a command language is mandatory to automate tasks and modify system parameters.  Knowledge of an appropriate high-level language is also important since system administrators should be able to compile source code and debug simple problems. System administration is not for people who do not want to program, and it is unlikely that these individuals will progress beyond level 2.

· INFOSEC.  Information System Security (INFOSEC) functions are primarily the responsibility of the Information System Security Officer (ISSO).  With dwindling resources and ever decreasing manpower, oftentimes the job of the system administrator and the ISSO blend into one.  The INFOSEC functions of a system administrator are:

· Working closely with the ISSO to ensure the information system or network is used securely,

· Participating in the INFOSEC incident reporting program,

· Assisting the ISSO in maintaining configuration control of the system and application software,

· Advising the ISSO of security anomalies or integrity loopholes, and

· Administering, when applicable, user identification or authentication mechanisms of the information system or network.

4.1
System administrator levels

The term level in this section was chosen over other semantics for its simplicity and relation to skill levels used by the uniformed services. The break down of levels and tasks does not take into account the practice of specialization.  In many organizations, systems administrators gravitate to becoming local experts in a specific topic (e.g., word processing, presentation applications, routers, or e-mail applications), often with no more experience than a Level 1 system administrator.

The term domain is used as a way to bound the focus, or realm of control, of any given information system management organization, regardless of the organization size. 

Level 1 (Description)

A level 1 system administrator has been working in the field for a while, but is relatively inexperienced.  Individuals coming from training organizations or recently graduating from service schools are considered a trainee and would reach level 1 status after a predetermined time of on-the-job training, but not normally sooner than one year on the job.

A healthy domain should have a steady supply of level 1 system administrators progressing to level 2. 

Skills

Level 1 skills should include:

· At least one year of experience administrating the relevant operating system,

· Formal training for the operating system and command language, and

· Strong customer relation skills.

Tasks

Level 1 tasks should include:

· Day-to-day operations such as back-ups, restores, adding/modify/deleting user accounts;

· Installing operating systems, applications and peripherals;

· Troubleshooting user problems;

· Debugging command language scripts; and

· Assisting the ISSO in access control security (i.e., passwords, etc.).

Goals

Level 1 advancement goals should include:

· Learning why a solution works, not just how to implement it;

· Obtaining formal training in core computer science and system courses; and

· Obtaining formal training in organization or domain specific courses.

Level 2 (Description)

Level 2 systems administrators are the work-horses in a domain.  They perform the majority of the daily tasks that keep a domain running smoothly.  They are the expert jugglers that can work simultaneously on several problems.  The ultimate success of a domain is highly dependent on having a core group of level 2 system administrators.  At least half of the system administrators in a healthy domain should be at level 2.

Skills

Level 2 skills should include:

· At least 3 years of experience in administrating the relevant operating system;

· Formal training in networking, programming language concepts & algorithms;

· Formal training in firewall management and telecommunication fundamentals:

· Knowledge of all interactions within their domain;

· Ability to program in a command language;

· Ability to spot redundant tasks and automate them;

· Strong communications skills.  (Can explain solutions for complex problems to users and other system administrators.)

· Independently solving non-trivial problems;

· Working in groups with other system administrators to jointly solve problems; and,

· With the ISSO, ability to successfully implement security mechanisms on networks and systems within their domain.

Tasks

Level 2 tasks should include:

· Taking the lead in solving day-to-day operational problems;

· Implementing complex operating system changes;

· With the ISSO, ensuring that established security mechanisms are functioning properly;

· Debugging operating system, application, and network problems;

· Following domain parameters, defining default environment for systems for users;

· Maintain and enforce adherence to standards;

· Monitor and balance load among servers and networks within the domain;

· Interacting with developers, operations centers, and support personnel to maintain daily operations; and

· Keeping the environment up and running smoothly.

Goals

Level 2 advancement goals should include:

· Obtaining formal training in core computer science & system courses;

· Sharing knowledge with the system administration community by publishing articles, teaching, acting as a mentor, and participating in conferences; and

· Participating in special focus groups.

Level 3 (Description)

The most experienced administrators are few and far between.  They have successfully separated themselves from the daily operations and concentrate on tasks that can be leveraged with their knowledge.  Large domains should have one or two level 3 administrators leading the technical effort and setting the policy and direction for the domain.  The absence of a level 3 will tend to leave the domain with no clear direction. 
 

Skills

Level 3 skills should include:

· At least 5 years or more of extensive experience administering the relevant operating system;

· Formal training in at least the following core computer science courses:

· Operating System Design,

· Data/Algorithm Structure,

· Machine Architecture,

· Networking, and

· Programming Language Concepts/Algorithms;

· A strategic view of the domain operation/mission, and interaction with all external domains;

· Fluency in at least one command language;

· Experience with applicable programming languages;

· Ability to work independently to quickly and completely solve problems;

· Ability to lead a team to quickly and completely solve problems;

· Strong interpersonal, organizational, and communication skills.  Can make presentations, write proposals, and interact with management and other organizations;

· Ability to train junior system administrators.

Tasks

Level 3 tasks should include:

· Taking general direction from management and turning it into a well thought out solution or design;

· Setting and/or interpreting standards;

· Planning and designing the architecture of their domain;

· Working with the ISSM and ISSOs, planning security procedures, mechanisms, and architecture of their domain;

· Tuning the performance of existing domains;

· Solving the tough problems that others have not been able to fix;

· Leading teams to tackle complex problems;

· Teaching other system administrators; and

· Publishing guidance and lessons learned.

4.3
Level Recognition

The requirements outlined at each level are rather subjective.  United States Military Services and agencies do not need another set of standards to meet, in addition to current regulations and policies in place.  Level recognition can be loosely based on an individual's status within existing information system career panel organizations.

5.
Implementation

5.1
Operational Mission

-- Need a mission statement here --.

5.2
Intended Audience

System administrators and other information system professionals supporting the DoD also need to demonstrate a firm grasp of policies, procedures, and requirements as it relates to the mission and the application that they support.  

At every level, system administrators should be able to demonstrate, by formal evaluation or observation, the ability to perform operational and security tasks.

In order to determine what training requirements are needed at each organization, the survey in Appendix A will help determine what education and training the local systems administrators have received and what additional education and training they yet need.

Training will be provided to all individuals supporting DoD systems.  This training will be required for systems administrators, contractor systems developers, and the security support staff, to include the Information System Security Officer/Manager (ISSO/ISSM), the Information Assurance staff, and the Designated Approving Authority (DAA).

In an attempt to identify preliminary requirements, the following table has been determined from discussions with U.S. Army and U.S. Navy trainers
 to be the minimum standards for level 1 system administrator certification.  By completing these three requirements, DoD system administrators will receive a fundamental understanding of system security standards required by the DoD.

Table 1- Minimum Training Requirements for Level 1

	Requirement
	Methodology

	Operating System Training
	Formal education or private industry

	Operations INFOSEC Training
	Classroom or CBT


	Firewall Implementation and Management
	Classroom or private industry

	DoD Certification and Accreditation (DITSCAP) Awareness
	Classroom or CBT



5.3
General Requirements

All military and civilian personnel will receive three types of information assurance training: initial/recurring, awareness, and specialized. An individual trained in information protection principles and concepts will conduct this training.

5.3.1
Initial/Recurring Training Requirements

Mission sensitivity and the potential for mission degradation from the lack of proper information protection must influence the design of recurring and awareness training. This includes threats from interruption or exploitation of service, exploitation through interception, unauthorized electronic access or related technical threats, and corruption through falsification of information or damage to storage media. Whenever possible, use computer-based training (CBT) for both initial and recurring information protection training.

5.3.2
Awareness. 

The local program managers satisfy awareness requirements by displaying information protection-related awareness aids, using public service announcements, or providing applicable articles from unit, base, and command publications to unit personnel.

5.3.3
Specialized Training 

Personnel operating DoD systems must have an understanding of Information Operations (IO) [to include Information Warfare (IW)] and of the IO threat to and vulnerabilities of DoD information systems, knowledge of countermeasures available to overcome the threat, and ways to correctly apply the countermeasures.

5.4
Training Sources

Training can be provided either through platform classes or through computer-based training (either CD or web-delivered).  Courses and products available are listed in Appendix B.

By mapping specific tasks to levels, observable minimum training requirements can be identified for each system administrator at an organization.  Appendix C draws from the National Security Agency System Administration Specialty Job Task Analysis Map
 and cross-references recommended levels to job tasks.  These tasks can be supplemented by standards listed in National Security Telecommunications and Information Systems Security Instruction (NSTISSI) No. 4013 and NSTISSI No. 4014
.  Tasks listed in Appendix C identify specific skill sets that can be tied to training or experience, and can be demonstrated formally within the work environment.

Initial training should be started first by completing a series of computer-based DoD training products on CD offered by the Defense Information Systems Agency’s Information Assurance Program Management Office (DISA/IPMO).  The following tables outline the CD products and which job position should complete them.

Table 2 - CD Training Matrix 1

	Product
	IT Security Officer

(ISSO/ISSM)
	System Owner
	Information Resources Manager
	Program Manager
	Network Administrator

	SABI
	X
	X
	X
	X
	X

	UNIX
	
	
	
	
	X

	CyberProtect
	X
	X
	X
	X
	X

	DAA Basics
	
	
	X
	X
	

	DoD INFOSEC Awareness
	
	X
	
	
	

	Information Age Technology
	
	
	
	
	

	IA for Auditors & Evaluators
	
	
	
	
	

	DITSCAP
	X
	
	X
	X
	X

	OISS 1 & 2
	X
	X
	X
	
	X

	SA Incident Preparation & Response
	
	
	
	
	

	PKI
	
	
	X
	
	


Table 3 - CD Training Matrix 2

	Product
	System Designer/

Developer
	System Administrator
	COTR
	Programmer/

Systems Analyst
	Systems Operations Personnel

	SABI
	X
	
	
	
	X

	UNIX
	X
	X
	
	X
	

	CyberProtect
	X
	X
	
	X
	X

	DAA Basics
	
	X
	X
	
	

	DoD INFOSEC Awareness
	
	X
	
	
	X

	Information Age Technology
	
	X
	X
	
	

	IA for Auditors & Evaluators
	
	
	
	
	

	DITSCAP
	X
	X
	
	X
	

	OISS 1 & 2
	X
	X
	
	X
	X

	SA Incident Preparation & Response
	X
	X
	
	X
	

	PKI
	X
	
	
	
	


Table 4 - CD Training Matrix 3

	Product
	Database Administrator
	Certification Reviewer (Certification Authority)
	Contracting Officer
	DAA
	User
	Technical Support Personnel

	SABI
	
	X
	
	X
	
	

	UNIX
	X
	
	
	
	
	

	CyberProtect
	X
	
	
	X
	X
	X

	DAA Basics
	
	X
	
	X
	
	

	DoD INFOSEC Awareness
	X
	
	X
	X
	X
	X

	Information Age Technology
	
	
	
	
	X
	X

	IA for Auditors & Evaluators
	
	X
	
	
	
	

	DITSCAP
	
	X
	X
	
	
	

	OISS 1 & 2
	X
	
	X
	X
	X
	X

	SA Incident Preparation & Response
	
	
	
	
	
	

	PKI
	
	X
	
	X
	X
	X


6.
Training Schedule

All system administrators must complete those minimum requirements as outlined in Table 1.  If they have not taken any courses in information system security or information assurance, then they must complete the DoD INFOSEC Basics CD or INF-103, Introduction to INFOSEC.  As soon as possible after the introductory courses, the new system administrators must next complete either the Operational Information System Security (OISS) CD (volumes 1 and 2) or complete the INF-301, Operational Information System Security, platform course and pass the test.  The systems administrators must then complete either the Introduction to the Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP) CD or take the INF-303, Introduction to the DITSCAP, course.  Per DoD direction, all current systems administrators should have completed level 1 certification by no later than December 2000.

All DoD personnel will receive initial/recurring training of at least one hour annually.  Military, civilian, and contract personnel will receive information protection awareness-level training within 60 days of permanent change of station/permanent change of assignment to a new organization.  Sources of training can be from any of the films or CDs provided by DISA/IPMO as listed in Appendix B.

Appendix C provides a series of training standards to which System Administrators can be measured.  The standard is drawn from the OSD requirements for certifying System Administrators.  Appendix C-1 is a checklist for local on-the-job/task verification.  Appendix C-2 is a training knowledge and skill tool, with sections focusing on levels of knowledge and skill required for various System Administrator functions.

All personnel will complete the appropriate computer-based training (CBT) CD entitled, “Information Warfare Basics,” before they are issued user Ids, passwords, or otherwise granted network access.

DoD managers, working with local hosting organizations in the case of deployed assets, will ensure that selected information assurance training meets organizational mission requirements. 

Use DoD provided, command-tailored, produced, or other educational materials to reemphasize information protection obligations.
7.
Audit Plan

As courses are completed, the attached critique sheet can be used to measure the effectiveness of the class provided, and the effectiveness of the instructor.  This can be used for government or contractor instructions.  In all cases, the instructor only should handle the critique after the local program manager has reviewed the content.

Appendix A. Needs Assessment Interview and Questionnaire Form

Appendix B. Course Training Objectives and Outlines

Appendix C. Skill Set Determination Checklists

Appendix D. Course Evaluation

Appendix A – Needs Assessment Interview and Questionnaire

Current Assignment (Command/Office):__________________________________

Parent Organization (Service, Agency, Corporation):___________________________

Rank or Grade__________Date of Current Assignment (mm/yy)_______


      
JobTitle:_______________________________________________________________________________________ 

This questionnaire is designed to find out about the knowledge, skills and experience you use to administer your organization’s automated information systems and networks. It asks about functions you perform, how you learned to do them, and the kinds of training you think would be of the greatest benefit to you on the job. The information you provide will be used to design security training to meet the needs of Department of Defense system administrators. The questionnaire should take you approximately 30 minutes to complete.

Part 1. Background:
1. Do you currently perform duties as a system administrator?………Yes      No
1a. If yes, do you do the job on a full time basis?
……………..… Yes      No
1b. If less than full time, what percent of time do you spend doing 

system administration duties?…………………………………… _______%

2. How long have you worked as a system administrator? ___Years ___Months
3. Do you have system administrators working for you? ……………..Yes      No
4. Do you work for a system administrator?………………………….. .Yes      No
5. Did you have formal training in system administration?……………Yes      No (If Yes, please specify below)

______________________________________________________________

(School or Vendor)


Course Title/Name


    (Duration- Days)  (Year)   

______________________________________________________________

(School or Vendor)


Course Title/Name


     (Duration- Days)  (Year)

6.  Did you have formal training in system security? (If Yes, please specify below)...Yes     No

______________________________________________________________

(School or Vendor)


Course Title/Name


       (Duration- Days) (Year)

______________________________________________________________

(School or Vendor)


Course Title/Name


     (Duration- Days) (Year)

7. Please indicate the number of years of formal education you have completed.

(e.g., HS =12 years, BA/BS= 16 years):_____ 

8.  How many seminars or conferences relating to system administration or information    systems security have you attended in the last year?………____

9.  Do you regularly read computer/networking/software journals or magazines? (If yes, please specify below). …………………………………...Yes     No
       ______________________________________________________________________

Part 2. Task Performance and Training: 

	For each task in column A, circle the letter in column B that indicates how often you perform the task:

0 – never      L – less than once a month 

M – monthly
W – weekly
D – daily
	Put a check indicating the primary way you received your training to do this task. If "Other" please specify (e.g., workshops, trial and error, etc.). 
	Indicate (()

if you think you could use more training on the task 

	A
	B
	
	

	Manage System Hardware:

	Plan hardware installation
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Acquire hardware
	0  L  M   W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Coordinate network installation
	0  L  M   W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Schedule preventive maintenance
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Coordinate hardware repair
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Install hardware
	0  L  M   W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Boot system


	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Maintain inventory of system hardware
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Order consumable supplies
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Run diagnostics
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Relocate hardware
	0  L  M   W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Manage System Software

	Optimize operating system parameters
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Plan system changes
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Set system defaults
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Generate new operating system kernel
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Maintain system startup/ shut down procedures
	0  L  M   W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Maintain command files
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Test update validity
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Install system software
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Shut down system
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Reboot system


	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Maintain software inventory
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Install system changes
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Install vendor specific hardware
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Install system updates or patches
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Maintain documentation
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Maintain Data Store

	Plan data storage layout 
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Plan back-up procedures
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Implement back-up procedures
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Monitor data storage use
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Maintain file system integrity
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Audit file system security
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Delete unnecessary files
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Manage log files
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Maintain data storage layout
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Format storage media
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Partition disks


	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Create a file system
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Load data


	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Restore data from a back-up 
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Manage Application Software

	Evaluate effect of software packages
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Optimize application parameters 
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Plan application changes
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Ensure compatibility among applications
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Allocate system resources to applications
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Validate integrity of applications before installation
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Test validity of software installation
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Install application software
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Maintain inventory
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Maintain application documentation
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Install application updates
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Plan network connectivity
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Request interhost connectivity
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Acquire Internet address
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Build network cables
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Configure TTY lines
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Configure peripheral lines
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Configure file servers and clients
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Configure firewalls
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Monitor network activity
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Manage network services
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Manage network bridges and routers
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Manage print servers
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Manage terminal servers
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Manage network topology
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Assign addresses to nodes
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Install network software
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Set access permissions
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Start network software
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Test communication connectivity
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Stop network software
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Re-establish host connectivity
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Help establish audit guidelines
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Help establish user security guidelines
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Assist writing system security plans
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Assist in host network accreditation
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Ensure output labeling procedures
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Ensure data labeling procedures
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Assist testing security mechanisms
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Assist in analysis of audit trails
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Assist in incident handling
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Enforce security procedures
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Assist in maintaining physical security for the system
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Assist in maintaining device access controls
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Report security incidents
	0  L  M   W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Manage Accounts

	Plan account management strategy
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Establish user login environments 
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Assist ISSO in managing mandatory access controls
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Manage account privileges
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Audit account activity
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Manage resources used by account
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Add new accounts
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Assist in setting the account’s access control list
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Explain basic operating procedures
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Assist in modifying passwords
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Delete accounts
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Troubleshoot Problems

	Recreate problem scenarios
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Interpret error messages
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Test components
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Isolate problems
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Maintain log of problems and solutions
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Recover from system crashes
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Respond to user identified problems
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Gather troubleshooting information
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Use diagnostic tools
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	Initiate corrective action
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	


Part 2. Task Performance and Training (cont.): 

Use the table below to indicate any other system administration functions you perform that are not covered above. For each, indicate how often you perform the task, the primary way you were trained to do the job, and whether you think more training would help you do the task.

	For each task in column A, circle the letter in column B that indicates how often you perform the task:

0 – never      L – less than once a month 

M – monthly
W – weekly
D – daily
	Put a check indicating the primary way you received your training to do this task. If "Other" please specify (e.g., workshops, trial and error, etc.). 
	Indicate (()

if you think you could use more training on the task

	A
	B
	
	

	
	0  L  M   W  D
	__ Classroom     ___ OJT

__ Self Study        ___ Other ___________
	

	
	0  L  M   W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	
	0  L  M   W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	
	0  L  M   W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	
	0  L  M   W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	

	
	0  L  M  W  D
	__Classroom       ___ OJT

__ Self Study        ___ Other ___________
	


Part 3. Job Task Discussion:

1. Are you required to: ((

___Install firewalls?  

___Operate firewalls?  


___Maintain firewalls?

2. If you checked any responses in question 1 please specify: 

The number of firewalls _______, 

The type of hardware ________________________________________, and    

 What software you work with__________________________________

3. Are you required to install: ((

___Network cables

___PC’s/Workstations

___Routers/Bridges

___Security-related hardware

___Security-related software

___Other software

4. Does your job require you to know how to program or write 

shell scripts?   Yes    No
In which language(s)?____________________________________________

5. What kinds of functions/programs have you written in the last year? ((

___ cron jobs


___ login functions

___ back-ups


___ restore

___ accounting functions

      
___ other (Please specify)______________________________________

6. What kinds of scripts or programs do you maintain? ((

___ cron jobs


___ login functions

___ back-ups


___ restore

___ accounting functions

      
___ other (Please specify)______________________________________

7. Do you share system duties with any of the following (Indicate the number of each)


___Network Administrator(s)





___Database Administrator(s)





___Other SA(s)







___ISSO/ISSM(s)






8. Do you administer more than one network?…………………...……Yes      No
9. What operating systems and versions are used in your system?  (e.g., Solaris 2.5.1, Windows NT 4.0 Sp6a, Redhat Linux 6.0)  _____________________________________________________

10. Are you responsible for system security?……………………………Yes     No
If YES, what instruction or policy defines that duty?__________________

11. What specific programs do you use for each of the following (for each, please indicate if its use is optional (O), or required (R ) by your command or organization): 

	Network mapping

	Intrusion detection

	System  logging

	Audit functions

	Password checking or enhancement


12. Are you a certified DoD system administrator?……………………….Yes     No
If Yes, what specific training courses (classroom, CDs, CBTs, etc) did you take to satisfy the DoD requirement that all system administrators be certified? ________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

13. What do you feel are your top five information system security training needs? (for each, indicate whether your need is for basic, intermediate or advanced training) A.____________________________________________________________

B.____________________________________________________________

C.____________________________________________________________

D.____________________________________________________________

E.____________________________________________________________

14. Additional comments: ________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Thank you for participating in this survey.
Appendix B – Course List

DoD Approved Platform Courses

INF-103, Introduction to INFOSEC: 3-day course

INFOSEC in DoD (Information Operations, Information Assurance); Concepts on INFOSEC (Information States -Transmission, storage, and processing, Information Security Services - Confidentiality, Integrity, Availability); Threats; Vulnerabilities; Defense In Depth; System configuration fundamentals; User Password Management; Rings of Protection; Introduction to the Internet; Introduction to Network Security fundamentals (including Email, Firewall, Routers); Introduction to Encryption; Identification & Authentication/ Access Control (Accountability, Least Privilege, Separation of duties,); Certification & Accreditation (C&A) (in particular, the DITSCAP); Incident handling and response for users.

INF-301, Intermediate Operational INFOSEC: 5-day course

Risk management; risk assessments and methodologies; Contingency Operations; C&A, Auditing fundamentals; Modes of Operation; System Access Controls; Data Access Control (Discretionary Access and Mandatory Access Controls); Concept of trusted systems; Malicious logic, Network Security Policies; INFOSEC History, Laws & Regulations; Information system security ethics; Connectivity issues, Computer crime; Threats; Vulnerabilities; Cryptography fundamentals; Security roles and responsibilities; and Federal and DoD policy.  Satisfies DoD standards for Level 1 System Administrator Security training.  Students must pass an open-book, open-notes multiple-choice test to receive credit for the course.

INF-303, Introduction to the DITSCAP: 2-day course

Overview of the Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP), covering the activities, tasks and steps within each phase of the process.

INF-305, Fundamental DAA Responsibilities: 3-day course

Overview of the Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP) and INFOSEC, covering the activities, tasks and steps and responsibilities of the newly assigned Designated Approving Authority.

INF-307, Fundamental Certifier Responsibilities: 3-day course

Overview of the Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP) and INFOSEC, covering the activities, tasks, steps and responsibilities of the newly assigned Certification Agent.

INF-350, Windows NT Security Fundamentals: 5-day course

Hands-on training in a classroom/lab environment for Systems Administrators with Windows NT systems experience and responsibility to harden and secure their Windows NT networks according to DoD and business standards.  Techniques and methodologies are drawn from NSA NT security recommendations, DISA Windows NT Security Technical Information Guide, and the Navy Windows NT security handbook, as well as from the best business practices noted in industry.  Students must pass a comprehensive practical to receive credit.

INF-355, Unix Security Fundamentals: 5-day course

Hands-on training in a classroom/lab environment for Systems Administrators with Unix system experience and responsibility to harden and secure their Unix networks according to DoD and business standards.  Techniques and methodologies are drawn from NSA UNIX security recommendations, DISA UNIX Security Technical Information Guide, and from the best business practices noted in industry.  Students must pass a comprehensive practical to receive credit.
Videos

Networks at Risk (U.S. Govt)

This video, produced by NCS, deals with hackers, network intrusion, and computer security in the workplace.  Topics covered include the selling of electronic information, prevention of network intrusions, password protection, and the importance of auditing network security. (10 minutes)

The Information Frontline (U.S. Govt)
This video on Defensive Information Warfare (IW-D) awareness demonstrates how information is easy to exchange but difficult to protect, the types of IW threats that exist, and the vulnerabilities of information systems.  Also describes intelligence agencies that perform IW-D functions. (10 minutes)

Bringing Down the House (U.S. Govt)

This video describes various hacker intrusions and how they relate to Information Warfare.  The main portion of the video covers how hackers use the information superhighway to access systems. (10 minutes)

Protect Your AIS & Protect Your AIS, The Sequel (U.S. Govt)
These videos contain INFOSEC-related dramatizations of security concerns in the workplace.  These sketches demonstrate the need for password protection, virus prevention, safeguarding data, user ID security, and controlled access to computer equipment. (51 minutes)

Dr. D. Stroye (U.S. Govt)

This video discusses correct methods for magnetic media destruction, while providing humorous examples of how not to safely destroy data. (8 minutes)

The Scarlet V (U.S. Govt)

This video discusses the need to use virus-scanning software on a regular basis to prevent file infection.  The segment parodies the life of the individual who inadvertently introduces a virus into a networked system. (7 minutes)

Computer Security 101 (DOJ)

John Walsh of America’s Most Wanted hosts this video about safeguarding computer information.  Three aspects of computer security are discussed: sensitive information (what kind of information needs to be protected), risk management (reasons why computer security is important), and accountability (assuming responsibility for protecting one’s computer). (11 minutes)

Computer Security, The Executive Role (DOJ)

This video stresses the need to protect information systems at all levels of government.  The user should be aware that the Office of Management and Budget (OMB) has classified all federal information as “sensitive.”  To this end, steps to secure workspaces and protect data are delineated.  Topics covered include the Computer Security Act of 1987, types of threats to information systems, and risk management.  (9 minutes)  

Safe Data: It’s Your Job (DOL)
This video is relevant to DoD because it focuses on the need to safeguard sensitive but unclassified data, such as medical records and personnel files.  It discusses ways to secure data to prevent sensitive information from getting into the wrong hands. The role of the end user in computer and network security is emphasized.  Tips for preventing data from being compromised by hackers and unauthorized users, such as good password management, virus protection, and physical security are also provided.  (19 minutes)

Think Before You Respond (NRO)

This video deals with Internet security, stressing the need to be careful about what information you provide over this medium.  Internet users should use caution when discussing topics in live chat sessions or when responding to requests for information.  (3 minutes)

Understanding PKI (DoD)

This video introduces the concept of Public Key Infrastructure (PKI) and how it can be used to ensure the security and privacy of cyber-based transactions.  Topics covered include examples of how PKI works, why it is necessary to protect the DII and NII, and how it ensures the confidentiality, integrity, non-repudiation, and authentication of electronic messages through digital signatures.  (13 minutes)

Ears Looking at You (US Govt)

Security Officers Joe January and Frank Jones (think “Dragnet”) investigate the security vulnerabilities of cellular phones.  Cellular phones act as receivers/transmitters and January and Jones know they can be a security threat to classified or proprietary information. (8 minutes)

Just the Fax, Sir (US Govt)

Security Officers Joe January and Frank Jones investigate security risks associated with the use of fax machines.  As faxes are part of life in the workplace, care needs to be taken when using them to send and receive information; January and Jones help clear up the confusion. (8 minutes)

Bits & Pieces (US Govt)

This humorous video follows the exploits of Agent 000 on his bungled attempts to access proprietary information; that is until he discovers computer hacking as a means to obtain “bits and pieces” of information. (5 minutes)

Magnificent Discretion (US Govt)

This video stresses the importance of maintaining high standards of information security, especially when working or surfing the web at home. (5 minutes)

Solar Sunrise, Dawn of a New Threat (NACIC, NIPC, FBI)

This video highlights the FBI/NIPC Solar Sunrise investigation involving computer hackers who gained access to Department of Defense computers during the 1998 Iraqi weapons inspection crisis. (18 minutes)

Risky Business (NACIC, NIPC, FBI)

This video warns of economic espionage and the need to protect intellectual property from hackers and corporate competitors.  The film centers on a real life case of economic espionage against a Colorado firm in 1994, which ultimately led to the Economic Espionage Act of 1996. (20 minutes)

Exploring MISSI
This video describes NSA’s framework for systems security across the Defense Information Infrastructure (DII) and the National Information Infrastructure (NII).  Steps that have been taken to ensure the integrity and safety of information are discussed.  (10 minutes)

Cyber Warriors: Digital Battlefield & Info War (The Learning Channel)

This video discusses high tech weaponry and elements of the digital battlefield, including the role of the soldier.  Fictional future combat situations are postulated and an analysis is made of possible tactics for fighting in these hypothetical theaters.  60 minutes into the film, the focus is on the importance of detecting and preventing cyber attacks. Topics covered include the introduction of malicious logic to disrupt the information infrastructure and the use of other “software munitions” by potential enemies of the United States.  The importance (and limits) of password protection is stressed and scenarios of what cyber attacks could achieve on a large scale are presented.  (105 minutes)

CD-ROMs

CyberProtect

CyberProtect is an interactive computer network defensive exercise with a video game look and feel.  It is intended to familiarize players with information systems security terminology, concepts, and policy.  Players learn about defensive security tools, which must be judiciously deployed on a simulated network.  They then face a spectrum of security threats and must make practical decisions for allocating resources (in quarterly increments) using the elements of risk analysis and risk management.  Play is divided into four sessions (simulating a fiscal year).  After each session, players receive feedback on how well they are doing.  At the end of the last session, players are given a report detailing their cumulative operational readiness rating.  The report also details every attack by type, origin, and effectiveness of defensive tools.

Designated Approving Authority (DAA) Basics

This interactive CD-ROM highlights the duties and responsibilities of the DAA (in industry, the Chief Information Officer (CIO) may have these responsibilities).  The user will learn about members of the DAA’s team, including the Information Systems Security Manager (ISSM), General Counsel, Program Manager, Information Systems Security Officer (ISSO), User Representative, and the Certification Agent.  This presentation covers the acquisition process, certification & accreditation (using the Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP) as a representation), legal and regulatory issues, and risk management.  Roles of team members are discussed throughout.  A glossary of terms and a resources section with relevant web sites and documents are provided for reference.  The information in this product can also benefit midlevel and senior managers.

DoD INFOSEC Awareness

This interactive CD-ROM explains the need for information systems security and cites recent examples of security violations. The user will learn the definition of information systems security, along with relevant public laws and government policies pertaining to information security.  Other topics include external threats to information security, the evolution of information systems security, user roles and responsibilities, and malicious logic. A glossary of terms and a directory of where to find help within the Department of Defense (DoD) are provided for reference.

Federal INFOSEC Awareness

This interactive CD-ROM explains the need for information systems security and cites recent examples of security violations. This product is intended for a Federal, non-DoD audience.  The user will learn the definition of INFOSEC, public laws relevant to INFOSEC, and government policies pertaining to INFOSEC.  Other topics covered include external threats to information security, the evolution of INFOSEC, user roles and responsibilities, and malicious logic. A glossary of terms and points of contact within the Federal INFOSEC community are provided for reference.

Information Age Technology

This interactive CD-ROM provides an overview of basic information technology infrastructures, such as the Defense Information Infrastructure (DII), National Information Infrastructure (NII), Global Information Infrastructure (GII), and Intelligence Information Infrastructure (III). Elements of information transportation, such as speed, throughput, security, cost, and distance are considered. The hardware and resources used to support these information infrastructures, with an emphasis on communication devices used to access, process, and transmit information across telecommunications systems are highlighted.  There is a module on transportation modes for information flow via local area networks (LANs), metropolitan area networks (MANs), and wide area networks (WANs). Tools for managing network resources are also discussed.  Examples and real life analogies are given throughout the presentation.  The resources section contains several web sites to learn more about topics discussed in this CD-ROM.

Information Assurance (IA) for Auditors & Evaluators

This interactive CD-ROM begins by identifying, categorizing, and detailing examples of computer crime.  Topics include threats; countermeasures; confidentiality, integrity and availability; risk and risk management; and the advantages/vulnerabilities of networked systems.  Laws and directives related to IA are also discussed.  Overviews of certification & accreditation and the Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP) are encapsulated in one module.  Another module addresses data reliability and integrity and includes a discussion of data testing, reporting on evidence, and key steps in assessing reliability.  Finally, there is an in-depth, interactive practical exercise that allows the user to assess reliability risk, examine system controls, and determine the degree of data testing required.  The user will use information presented in a fictional animated film to follow the audit trail of a rogue’s missile purchases, using techniques learned in this CD-ROM.  A glossary and resources section is included in this product.

Introduction to the Defense Information Technology Security Certification & Accreditation Process (DITSCAP)

This interactive CD-ROM provides the user with an overview of the DITSCAP, including its definition, the evolution of information systems security, and roles and responsibilities.  Modules 2 through 5 cover Definition, Verification, Validation, and Post-Accreditation.  All modules include an overview of topics covered, a description of process activities, and individual, team, and group roles and responsibilities.

Operational Information Systems Security (OISS)
This 2 volume interactive CD-ROM set introduces the user to Operational Information Systems Security (OISS), including its definition, evolution, and legal and regulatory issues associated with information systems security.  Topics include threats to information systems security, examples of security violations, incident indicators and reporting procedures, the types of trusted systems, and the certification and accreditation of systems.  The roles and responsibilities of the Information Systems Security Officer (ISSO), Information Systems Security Manager (ISSM), Senior Information Systems Security Manager (SISSM), and System Design Security Officer (SDSO) are discussed.  Volume 2 addresses the basics of workstation, network, and operating systems security are covered, along with the types of storage media security.  Encryption, malicious code (including its detection, prevention, and propagation), the fundamentals of risk management, and auditing goals are discussed. Users may perform exercises at the end of each module to test their comprehension.  A glossary of terms is provided for reference. This product is based upon the NSA course ND225, Operational Information Systems Security.

Public Key Infrastructure (PKI)

This multimedia CD-ROM introduces PKI—what it is and the security services it provides.  PKI user roles are discussed, including the functions of the Registration Authority (RA), Local Registration Authority (LRA) and the End User.  User Registration is covered, as well as the generation and use of certificates and keys.  The Resources section has points of contact for help with PKI, including useful web sites and PKI-related documents and templates.  There is also a glossary of terms for reference.

System Administrator Incident Preparation & Response (SAIPR) for Windows NT

SAIPR is an interactive multimedia training CD-ROM.  It provides a virtual hands-on experience, taking the student through the steps necessary to configure networks to collect and protect event information that may be useful in an investigation of suspected unauthorized activity.  The user will learn about techniques used to commit computer crimes; what information to collect prior to an incident; how to prepare systems for a possible incident; how to implement policies; how to log and recognize unauthorized activity; and how to respond to suspected unauthorized activity.  Other topics covered include policies and procedures to simplify a computer emergency investigation, audit strategy, audit implementation, recognizing unauthorized activity, and notification and response strategies for security incidents.  A glossary of terms and links to Service/Agency Computer Emergency Response Teams are provided for reference.  This CD-ROM is a product of the DoD Computer Investigations Training Program (DCITP).

Appendix C.1 – Skill Set Determination Checklists

Core Skill Set Determination Checklist For Level I

	Level 1
	Task
	Performs?

	1
	Install hardware
	

	1
	Boot system
	

	1
	Maintain inventory of system hardware
	

	1
	Order consumable supplies
	

	1
	Run diagnostics
	

	1
	Relocate hardware
	

	1
	Install system software
	

	1
	Shut down system
	

	1
	Reboot system
	

	1
	Maintain inventory of system software
	

	1
	Install system changes
	

	1
	Install vendor specific software
	

	1
	Install system updates or patches
	

	1
	Maintain documentation
	

	1
	Format media storage
	

	1
	Partition disks
	

	1
	Create a file system
	

	1
	Load data
	

	1
	Restore data from a back-up
	

	1
	Install application software
	

	1
	Maintain inventory
	

	1
	Maintain application documentation
	

	1
	Install application updates
	

	1
	Assign addresses to nodes
	

	1
	Install network software
	

	1
	Set access permissions
	

	1
	Start network software
	

	1
	Test communication connectivity
	

	1
	Stop network software
	

	1
	Re-establish host connectivity
	

	1
	Enforce security procedures
	

	1
	Assist in maintaining physical security for the system
	

	1
	Assist in maintaining device access controls
	

	1
	Report security incidents
	

	1
	Add new accounts
	

	1
	Assist in setting the account's access control list
	

	1
	Explain basic operating procedures
	

	1
	Assist in modifying passwords
	

	1
	Delete accounts
	

	1
	Coordinate with other systems administrators
	

	1
	Interact with vendors
	

	1
	Communicate with ISSM/ISSO
	

	1
	Provide working aids
	

	1
	Inform users of system status
	

	1
	Handle user calls
	

	1
	Respond to user identified problems
	

	1
	Gather information
	

	1
	Use diagnostic tools
	

	1
	Initiate corrective action
	

	1
	Explore system capabilities
	

	1
	Interpret technical manuals
	

	1
	Attend classes
	

	1
	Participate in peer groups
	

	1
	Read journals
	

	1
	Attend seminars and conferences
	

	


Core Skill Set Determination Checklist For Level II

	Level 2
	Task
	Performs?

	2
	Schedule preventative maintenance
	

	2
	Coordinate hardware repair
	

	2
	Set system defaults
	

	2
	Generate new operating system kernel
	

	2
	Maintain system start-up and shut down procedures
	

	2
	Maintain command files
	

	2
	Test validity of updates
	

	2
	Implement back-up procedures
	

	2
	Monitor data storage utilization
	

	2
	Maintain integrity of the file system
	

	2
	Audit file system security
	

	2
	Delete unnecessary files
	

	2
	Manage log files
	

	2
	Maintain data storage layout
	

	2
	Ensure compatibility among applications
	

	2
	Allocate system resources to applications
	

	2
	Validate integrity of applications before installation
	

	2
	Test validity of software installation
	

	2
	Request inter-host connectivity
	

	2
	Acquire Internet address
	

	2
	Build network tables
	

	2
	Configure TTY lines
	

	2
	Configure peripheral lines
	

	2
	Configure file servers and clients
	

	2
	Configure firewalls
	

	2
	Monitor network activity
	

	2
	Manage network services
	

	2
	Manage network bridges and routers
	

	2
	Manage print servers
	

	2
	Manage terminal servers
	

	2
	Manage network topology
	

	2
	Assist writing system security plans
	

	2
	Assist in host network accreditation
	

	2
	Ensure output labeling procedures
	

	2
	Ensure data labeling procedures
	

	2
	Assist testing security mechanisms
	

	2
	Assist in analysis of audit trails
	

	2
	Assist in incident handling
	

	2
	Enforce security procedures
	

	2
	Report security incidents
	

	2
	Establish user login environments
	

	2
	Assist in managing mandatory access controls
	

	2
	Manage account privileges
	

	2
	Audit account activity
	

	2
	Manage resources used by accounts
	

	2
	Coordinate with other systems administrators
	

	2
	Participate in working groups
	

	2
	Present briefings
	

	2
	Delegate responsibility
	

	2
	Train users
	

	2
	Generate working aids
	

	2
	Interact with system support personnel
	

	2
	Interact with hardware support personnel
	

	2
	Interact with software developers
	

	2
	Interact with vendors
	

	2
	Communicate with ISSM/ISSO
	

	2
	Communicate with network operations centers
	

	2
	Communicate with system operations centers
	

	2
	Recreate scenario
	

	2
	Interpret error messages
	

	2
	Test components
	

	2
	Isolate problems
	

	2
	Maintain log of problems and solutions
	

	2
	Recover from system crashes
	

	2
	Explore system capabilities
	

	2
	Interpret technical manuals
	

	2
	Attend classes
	

	2
	Participate in peer groups
	

	2
	Read journals
	

	2
	Attend seminars and conferences
	


Core Skill Set Determination Checklist For Level III

	Level 3
	Task
	Performs?

	3
	Plan hardware installation
	

	3
	Acquire hardware
	

	3
	Coordinate network installation
	

	3
	Optimize operating system parameters
	

	3
	Plan system changes
	

	3
	Plan data storage layout
	

	3
	Plan back-up procedures
	

	3
	Evaluate impact of software packages
	

	3
	Optimize application parameters
	

	3
	Plan application changes
	

	3
	Plan network configuration
	

	3
	Help establish audit guidelines
	

	3
	Help establish user security guidelines
	

	3
	Assist writing system security plans
	

	3
	Assist in host network accreditation
	

	3
	Enforce security procedures
	

	3
	Report security incidents
	

	3
	Plan account management strategy
	

	3
	Make recommendations to management
	

	3
	Coordinate with other systems administrators
	

	3
	Participate in working groups
	

	3
	Present briefings
	

	3
	Delegate responsibility
	

	3
	Communicate with ISSM/ISSO
	

	3
	Explore system capabilities
	

	3
	Interpret technical manuals
	

	3
	Attend classes
	

	3
	Participate in peer groups
	

	3
	Read journals
	

	3
	Attend seminars and conferences
	


Appendix C.2 – IA Information Technology Tasks & Associated Skills 

The System Administrator Training Standard was created through the validation of an Information Assurance/Information Technology Task Analysis
 in response to the OASD/C3I Memorandum, Subject:  Information Assurance (IA) Training and Certification, dated 29 June 1998
. 

System Administrator Definition:  A technical expert who installs, deploys, maintains, upgrades and troubleshoots hardware and software aspects of information systems.  Configures and troubleshoots system services and protocols to provide network connectivity.  Supports customers and other system administrators.  Enforces security with Information System Security Officers.

This appendix is operating system non-specific.

Training of system administrators is a key element in the health and maintenance of Information Systems.  Senior system administrators will provide on-the-job training for junior system administrators on day-to-day operations.  All training will be appropriately documented.

NOTES:  

· Not all topics in this document will be relevant to all organizations.  This should not impact negatively on an individual’s pursuit of certification.


· The following sub topics of Table Section 5, (A-F,H, I, K and L), Provide Communication Connectivity, were not completed because there is still no clear delineation between system administrator and network administrator duties.


The initial assignment of a task to a skill level is reflected in black with the table heading being the specified task from the initial document.  Since many of these tasks require guidance or enabling skills, these functions are reflected in red at the appropriate level. 

The document presents tasks for System Administrators to perform at three levels.  These levels are:  Level 1 having limited operational experience; Level 2 being experienced technicians; and, Level 3 having extensive operational and technical experience and ability to set policy and direction for the network.

Skill and Knowledge Proficiency levels are identified as follows:

Subject Knowledge Levels - The individual:

A- Can identify relationship of basic facts and terms about the subject (Facts)

B - Can identify relationship of basic facts and state general principles about the subject (Principles).

C -  Can analyze facts and principles and draw conclusions about the subject (Analysis).

D -  Can evaluate conditions and make proper decisions about the subject (Evaluation).

Task Performance Levels - The individual:

1 - Can do simple parts of the task.  Needs to be told to do most of the task (Extremely Limited).

2 - Can do most parts of the task. Needs help only on hardest parts (Partially Proficient).

3 - Can do all parts of the task. Needs only a spot check of completed work (Competent).

4 - Can do the complete task quickly and accurately. Can tell and show others how to do the task (Highly Proficient).

	 Cert Levels
	1.  Manage System Hardware:  A. Plan Hardware Installation – Level 3 
	Know
	Skill

	Level 1
	1.a. Participate in planning hardware installations with Level 2 and Level 3 system administrators
	
	   1

	
	1.b.  Gain familiarity with hardware components and installation
	    A
	

	Level 2
	2.a. Assist Level 3 system administrator with hardware installation planning effort
	    
	    1

	
	2.b.  Schedule outages/downtime in agreement with mission
	
	    2

	
	2.c. Assist Level 3 system administrator with risk assessment
	
	    2

	
	2.d.  Knowledge – Familiarity with system architecture   
	    B
	

	Level 3
	3.a.  Coordinate installation with customer focal point
	
	    3

	
	3.b.  Confirm customer requirement
	
	    4

	
	3.c.  Design plan for new system architecture
	
	    4

	
	3.d.  Resource installation
	
	    4

	
	3.e.  Perform risk assessment 
	
	    3

	
	3.f.  Assist Level 1 and Level 2 system administrators on installa​tions
	
	    4

	
	3.g.  Coordinate installation plan with management
	
	    3

	
	3.h.  Present installation plan to a Configuration Control Board (CCB) for their approval
	
	    4

	
	3.i.  Write CONOP/SOP for standard hardware installation configurations 
	
	    4

	
	3.j.  Knowledge:  Know system architecture 
	     D
	


	Cert Levels
	1.  Manage System Hardware:  B.  Acquire Hardware – Level 3
	Know
	Skill

	Level 1
	1.a.  Learn the local acquisition/procurement process
	     A
	

	
	1.b.  Learn basics of hardware specifications
	     A
	

	
	1.c.  Learn inventory process for new hardware
	     A
	

	Level 2
	2.a. Complete procurement documentation
	     
	    2

	
	2.b.  Know how to properly inventory new hardware
	     B
	

	
	2.c.  Plan for delivery 
	
	    2

	Level 3
	3.a. Evaluate Automated Information System (AIS) needs and scale for growth and life cycle/operational demand
	
	    4

	
	3.b.  Stay current on inventory process for new hardware, hardware specifications, acquisition/pro​curement process
	     D
	

	
	3.c.  Provide technical guidance to financial managers
	
	    4


	Cert Level
	1. Manage System Hardware:  C.  Coordinate Network Installation – Level 3
	Know
	Skill

	Level 1
	1.a.  Knowledge of basic network architecture and design
	     B
	

	
	1.b.  Knowledge of network installation procedures
	     B
	

	Level 2
	2.a.  Knowledge of intermediate/advanced network architecture and design
	     C
	

	
	2.b.  Assist Level 3 with network installation effort
	    
	    2

	
	2.c.  Know whom to contact for cover terms and IP addresses
	     A
	    

	
	2.d.  Coordinate with all necessary parties to install a network
	
	    3

	     Level 3
	3.a.  Know existing system and network architecture
	     D
	

	
	3.b.  In conjunction with Level 2 Sys Admins work with Information System Security Officer (ISSO) to complete System Security Plan (SSP) prior to installation
	
	    3

	
	3.c.  Know the complete process/time line of network installation 
	     C       
	    

	
	3.d.  Coordinate events in conjunction with the installation project
	
	    4

	
	3.e.  Stay current on network installation procedures
	     D
	    


	Cert Levels
	1.  Manage System Hardware:  D.  Schedule Preventative Maintenance – Level 2
	Know
	Skill

	Level 1
	1.a.  Work with level 2 system administrator to assist scheduling maintenance
	
	    1

	
	1.b.  Follow operating procedure for conducting basic preventative maintenance
	
	    3

	Level 2
	2.a.  Implement procedure to notify customer of preventive maintenance
	
	    3

	
	2.b.  Coordinate effort with other customers external to span of control
	
	    3

	
	2.c.  Create preventative maintenance schedule  
	
	    3

	
	2.d.  Knowledge of mission requirements
	     C
	

	Level 3
	3.a.  Be aware of preventative maintenance schedule
	     B
	


	Cert Levels
	1.  Manage System Hardware:  E.  Coordinate Hardware Repair – Level 2
	Know
	Skill

	Level 1
	1.a.  Know escorting procedures for uncleared vendors
	     A
	

	
	1.b.  Learn equipment classification and proper handling procedures
	     A
	

	
	1.c.  Learn local hardware repair procedures
	     A
	

	
	1.d.  Work with Level 2 Sys Admin to submit trouble ticket/repair ticket 
	     
	    2

	
	1.e.  Learn sanitization procedures
	     B
	

	Level 2
	2.a.  Based on guidelines, maintain/update SOP for internal and external repair
	
	    3

	
	2.b.  Know equipment classification and proper handling procedures
	     C
	

	
	2.c.  Know approved resources for equipment repair
	     B
	

	
	2.d.  Implement equipment sanitization procedures
	
	    3

	Level 3
	3.a.  Establish SOP for hardware repair and sanitization procedures 
	
	    4

	
	3.b.  Stay current on hardware repair and sanitization procedures
	     D
	    


	Cert Levels
	1.  Manage System Hardware:  F.  Install Hardware – Level 1
	Know
	Skill

	Level 1
	1.a.  Understand basic system components
	     A
	

	
	1.b.  Identify ports, types of hardware, cables and peripherals 
	     B
	    

	
	1.c.  Install printer and printer cards
	
	    2   

	
	1.d.  Know correct tools to use on computer hardware (i.e., antistatic strips/mats, and to power off equipment prior to handling)
	     B
	

	
	1.e.  Know about potential hardware-system conflicts and how to avoid them
	     B
	

	
	1.f.  Learn about troubleshooting network connections 
	     B
	

	
	1.g.  Obtain or build cables
	
	    3

	
	1.h.  Test cabling
	
	    3

	
	1.i.  Use vendor documentation for vendor specific hardware
	
	    2

	
	1. j.  Know procedures and organizational information for placing trouble calls to proper organization
	     B    
	

	Level 2
	2.a.  Install network cards and configure related protocols
	
	    3

	
	2.b.  Perform intermediate troubleshooting during hardware installation
	
	    3

	
	2.c.  Correct hardware-system conflicts 
	
	    3

	
	2.d.  Troubleshoot network connections
	
	    3

	Level 3
	3.a.  Perform advanced troubleshooting during hardware installation
	
	    4

	
	3.b.  Use diagnostic devices/equipment to test and correct hardware installation
	
	    3

	
	3.c.  Provide guidance to level 1 and/or level 2 administrators on methods of troubleshooting network con​nections when installing hardware
	
	    4

	
	3.d. Install and troubleshoot advanced hardware components (i.e., mux, router, ODS Intel​ligent Hub (IHUB), firewall)
	
	    3


	Cert Levels
	1.  Manage System Hardware:  G.  Boot System – Level 1
	Know
	Skill

	Level 1
	1.a.  Understand boot procedures (i.e., booting from hard disk, CD Rom, tape, network)
	     B
	

	
	1.b.  Understand boot command and parameters
	     B
	

	
	1.c.  Know function of startup scripts and understand messages generated from them
	     C
	

	
	1.d.  Know how to handle power failure/spike/recovery situations
	     C
	

	Level 2
	2.a.  Instruct Level 1 on boot procedures
	
	    4

	
	2.b.  Maintain boot/startup scripts
	
	    3

	
	2.c.  Maintain SOP on boot procedures
	
	    3

	
	2.d.  Recover from errors in startup scripts based on messages generated from them 
	
	    3

	Level 3
	3.a.  Troubleshoot problems with boot procedures
	
	    4

	
	3.b.  Create SOP for power failure/spike/recovery situations
	
	    4


	Task Level
	1.  Manage System Hardware:  H.  Maintain Inventory of System Hardware – Level 1
	Know
	Skill

	Level 1
	1.a.  Know responsibilities for property accountability system 
	     A
	

	
	1.b. know who your accountable/responsible officers are for your organization’s equipment
	     A
	

	
	1.c.  Know excessing and sanitization processes
	     B
	

	
	1.d.  Understand process and procedures for relocating hardware
	     B
	

	
	1.e.  Know how to properly decal equipment
	     B
	

	Level 3
	3.a.  Verify inventory of system hardware
	
	    4


	Task Level
	1.  Manage System Hardware:  I.  Order Consumable Supplies – Level 1
	Know
	Skill

	Level 1
	1.a.  Understand stock system forms and services
	A
	


	Task Level
	1.  Manage System Hardware:  J.  Run Diagnostics – Level 1
	Know
	Skill

	Level 1
	1.a.  Know commands, their arguments, and understand their functions when run on system, periph​erals, and network
	B
	

	
	1.b.  Know the proper security procedures in the event of suspected incident involving hardware com​promise or tampering
	B
	

	
	1.c. Use diagnotic commands to troubleshoot hardware problems
	 
	2

	Level 2
	2.a.  Maintain SOP of proper security procedures in the event of suspected incident involving hard​ware compromise or tampering
	 
	3

	Level 3
	3.a.  Establish SOP on how to run diagnostics
	
	4


	Task Level
	1.  Manage System Hardware:  K.  Relocate Hardware – Level 1
	Know
	Skill

	Level 1
	1.a.  Understand the sanitization process for transferring equipment, internal to main site, field site, and external transfers
	     B
	

	
	1.b.  Understand the process and requirements for relocations (i.e., change of IP Address, netmask)
	     B
	

	
	1.c.  Know approved routines for sanitizing magnetic media based on sensitivity of information and classification
	     B
	

	
	1.d.  Know security implications for processes done improperly
	     B
	

	
	1.e.  Understand special handling procedures for hardware/software exposed to/formerly storing spe​cial access program information
	     B
	

	
	1.f.  Understand how to properly and safely transport system hardware components
	     B
	

	
	1.g. Perform sanitization procedures, when necessary, for transferring equipment
	
	    2

	
	1.h. Perform basic troubleshooting procedures with hardware relocations
	
	    3

	
	2.b.  Perform system changes necessary for equipment relocations (i.e., change of IP Address, net​mask, Domain Name System (DNS), mounts, sys-unconfig)
	
	    3

	
	2.c.  Provide guidance to Level 1 system administrator on sanitization procedures, equipment relocation procedures and necessary system changes
	
	    3

	
	2.d. Assist Level 1 in troubleshooting problems that occur during hardware relocations
	
	    4

	Level 3
	3.a.  Provide guidance to Level 1 and 2 system administrators on relocating hardware
	
	    4


	Task Level
	2.  Manage System Software:  A.  Optimize Operating System Parameters – Level 3
	Know
	Skill

	Level 1
	1.a.  Learn system optimization techniques
	     A
	

	Level 2
	2.a.  Learn system optimization techniques
	     B
	

	Level 3
	3.a.  Know how to configure operating system optimally
	     D
	

	
	3.b.  Set and document system parameters
	
	    4

	
	3.c.  Brief configuration to management and other system administrators
	
	    4

	
	3.d.  Work with other Level 3 system administrators to establish guidelines for optimal system parameters
	
	    4


	Task Level
	2.  Manage System Software:  B.  Plan System Changes – Level 3
	Know
	Skill

	Level 1
	1.a.  Learn system changes and their impact on the system’s security
	     B     
	

	
	1.b.  Learn procedures for coordinating downtime with customer, scheduling for system changes, and coordination with management
	     B
	

	Level 2
	2.a.  Assist Level 3 with system change coordination and planning
	
	    3

	
	2.b.  Understand the system changes that could impact security features
	     C
	

	Level 3
	3.a.  Coordinate with management, customer and system administration team to complete system changes
	
	    4    

	
	3.b.  Ensure that system changes do not remove/effect any security fea​tures
	
	    4    


	Task Level
	2.  Manage System Software:  C.  Set System Defaults – Level 2
	Know
	Skill

	Level 1 
	1.a.  Learn system defaults 
	     A
	

	
	1.b.  Learn to verify system default settings
	     B
	

	Level 2
	2.a.  Implement system defaults in accordance with policy/SOP
	
	    3

	
	2.b.  Verify settings and their impact on system or network
	
	    3

	
	2.c.  Maintain SOP for default system settings
	
	    3

	
	2.d.  Provide guidance on setting and verifying system defaults 
	
	    3

	Level 3
	3.a.  Create SOP for system defaults
	
	    4


	Task Level
	2.  Manage System Software:  D.  Generate New Operating System Kernel – Level 2 
	Know
	Skill

	Level 1
	1.a.  Learn concepts on how to modify an existing kernel
	     A
	

	
	1.b.  Learn how to make a back-up of an existing kernel and why this should be done prior to modifi​cation
	     B
	

	
	1.c.  Learn how applications sometimes effect an operating system’s kernel
	     B
	

	
	1.d. Learn what security relevant implications the modified kernel may have in relation to applications
	     B
	

	
	1.e.  Learn how to restore previous kernel from back-up
	     B
	

	
	1.f. Learn how to test and validate modified or restored kernel operations
	     B
	

	Level 2
	2.a.  Know how to make a back-up of existing kernel
	     C
	

	
	2.b.  Restore previous kernel if necessary
	
	    4

	
	2.c. Validate restored kernel operations
	 
	    4

	
	2.d. If an application makes a modification or requires a modification to the kernel to run, know this and be able to generate the new kernel software
	     C
	

	
	2.e.  Adhere to SOP to restore operating system kernel to ensure that security relevant features are not circumvented
	
	    3

	
	2.f. Validate security relevant implications for new operating system kernel configurations. 
	
	    3

	
	2.g. Maintain SOP for generating a modified operating system kernel
	
	    3

	   Level 3
	3.a.  Assess security relevant implications for modified operating system kernel
	
	    4

	
	3.b.  Establish SOP for generating, testing, and validating a modified operating system kernel and impact on system security
	
	    4


	Task Level
	2.  Manage System Software:  E.  Maintain System Start-up and Shut down Procedures – Level 2
	Know
	Skill

	Level 1
	1.a.  Learn system start-up and shut down procedures 
	     B
	

	
	1.b.  Learn impact of shutting down and starting up systems under normal and emergency situations
	     A
	

	
	1.c.  Learn emergency procedures for system shut down 
	     B
	

	
	1.d.  Execute emergency shut-down procedures
	 
	    3

	Level 2
	2.a.  Maintain SOP 
	
	    3

	Level 3
	3.a.  Establish SOP on system start-up or shut-down procedures and security implications
	
	    4


	Task Level
	2.  Manage System Software:  F.  Maintain Command Files – Level 2
	Know
	Skill

	     Level 1
	1.a.  Learn command files
	     A
	

	
	1.b.  Learn validation and baseline procedures
	     A   
	

	Level 2
	2.a. Maintain the integrity of command files (i.e. unmodified copies of files and patches)
	
	    3

	
	2.b. Establish the baseline to validate the system
	
	    3

	
	2.c.  Maintain the command file SOP
	
	    3

	    Level 3
	3.a. Assist Level 2 with troubleshooting problems on command files (i.e., recognition of trojan horses, etc.)
	
	    4

	
	3.b.  Establish SOP for maintaining and validating integrity of command files based on security
	
	    4


	Task Level
	2.  Manage System Software:  G.  Test Validity of Updates – Level 2
	Know
	Skill

	Level 1
	1.a.  Learn system configuration
	B
	

	
	1.b.  Learn how to test updates
	A
	

	Level 2
	2.a.  Check for compatibility of update with system configuration
	
	2

	
	2.b. Coordinate with the controlling authority
	
	3

	
	2.c.  Coordinate update with preventive maintenance schedule
	
	3

	
	2.d.  Notify appropriate personnel and customers of update
	
	3

	
	2.e.  Maintain SOP for testing and defining security and configuration of system after updates 
	
	3

	Level 3
	3.a.  Oversee Level 2 system administrator testing of update validity
	
	4

	
	3.b.  Establish SOP for testing and defining the security and configuration of system after updates 
	
	4


	Task Level
	2.  Manage System Software:  H.  Install System Software – Level 1
	Know
	Skill

	Level 1
	1.a.  Install Operating System (e.g. basic install or as specified in SOP)
	               
	    3

	
	1.b.  Configure root access to the system
	
	    3

	
	1.c.  Know how to set root password, firmware password, restrict access from remote logins
	     C
	

	
	1.d.  Know where to obtain Network configuration information
	     C
	

	
	1.e.  Know how to configure log files 
	     C
	

	
	1.f.  Know which processes control logging functions 
	     C
	

	
	1.g.  Check that the logging process is running
	
	    3

	
	1.h.  Awareness of different audit information logs
	     C
	

	     Level 2
	2.a.  Validate setting of security related parameters (configured properly) and in accordance with pol​icy
	
	    4

	     Level 3
	3.a.  Establish SOP for system software installation
	
	    4


	Task Level
	2.  Manage System Software:  I.  Shut down System – Level 1
	Know
	Skill

	Level 1
	1.a.  Perform system shut down
	  
	    3

	
	1.b.  Execute emergency shutdown procedures for server/client
	
	    3

	
	1.c.  Know shut down procedures 
	     C
	

	
	1.d.  Know operations SOP 
	     C
	

	
	1.e.  Explain shut down process to others
	
	    3

	
	1.f.  Understand the impact of system shutdown to security and logging
	     B
	

	
	1.g.  Know difference between system shutdown of an application, operating system (OS), or hardware and impact to operations
	     C
	

	Level 2
	2.a. Maintain SOP for shutting down systems
	
	    3

	
	2.b.  Troubleshoot application, OS, or hardware failure during a system shu down
	
	    3

	
	2.c.  Assess security implications of system shutdown to application, OS and hardware (i.e., what is the state and is it vulnerable)
	
	    3

	
	2.d. Develop script and batch files
	
	    4

	
	2.e.  Install script and batch files
	
	    4

	Level 3
	3.a. Ensure that the shutdown script and batch files are operating properly
	
	    4

	
	3.b.  Create an SOP for system shutdown
	
	    4


	Task Level
	2.  Manage System Software:  J.  Reboot System – Level 1
	Know
	Skill

	Level 1
	1.a.  Know the difference between proper and improper shut down process
	     B
	

	
	1.b.  Know restart processes 
	     C
	

	
	1.c.  Reboot from any boot device
	
	    3

	
	1.d.  Have knowledge of any special software processes that need to be restarted at reboot
	     C
	

	
	1.e.  Know how to restart/stop specific processes
	     C    
	

	Level 2
	2.a.  Troubleshoot problems with a system reboot
	
	    3

	
	2.b. Maintain SOP on system reboot procedures
	
	    3

	Level 3
	3.a.  Provide troubleshooting assistance for system reboot problems
	
	    4

	
	3.b.  Create SOP on system reboot procedures including special software processes
	
	    4


	Task Level
	2.  Manage System Software:  K.  Maintain Inventory of System Software – Level 1
	Know
	Skill

	Level 1
	1.a.  Know the difference between licensing agreements and licensing of software
	     B
	

	
	1.b.  Know the relationship of software inventory to the System Security Plan (SSP)
	     B
	

	
	1.c.  Know who maintains the inventory and where
	     A
	

	
	1.d.  Know the commands to list patches installed on the system to catalog them 
	     B    
	

	
	1.e.  Know how to classify and properly handle media 
	     B
	

	
	1.f. Properly label media with correct classification
	
	    2  

	
	1.g.  Maintain inventory based on SOP
	
	    3

	    Level 2
	2.a.  Maintain SOP for software inventory maintenance
	
	    3

	Level 3
	3.a.  Create SOP for software inventory maintenance
	
	    4


	Task Level
	2.  Manage System Software:  L.  Install System Changes – Level 1
	Know
	Skill

	Level 1
	1.a. Perform configuration changes (software, firmware)
	
	    2

	
	1.b. Perform an operating system (OS) upgrade
	
	    3

	
	1.c.  Know which processes need to be restarted after installing changes 
	     B
	

	    Level 2
	2.a.  Troubleshoot problems with system changes
	
	    3

	
	2.b. Maintain SOP for system changes
	
	    3

	Level 3
	3.a.  Assist in troubleshooting system installation changes
	
	    4

	
	3.b.  Create an SOP for installing system changes 
	
	    4

	
	3.c.  Assess affect of system changes to security posture
	
	    4


	Task Level
	2.  Manage System Software:  M.  Install Vendor Specific Software – Level 1
	Know
	Skill

	Level 1
	1.a.  Install vendor specific software 
	
	    3

	
	1.b.  Knowledge of vendor specific documentation and POC
	     B
	

	     Level 2
	2.a.  Provide troubleshooting assistance for installation problems
	
	    3

	
	2.b.  Oversee installation of vendor specific software 
	
	    4

	
	2.c.  Validate that integrity and security of system is maintained
	
	    3

	
	2.d.  Maintain SOP for installing vendor specific software
	
	    3

	     Level 3
	3.a.  Create an SOP for installing vendor specific software
	
	    4


	Task Level
	2.  Manage System Software:   N.  Install System Updates or Patches – Level 1
	Know
	Skill

	Level 1
	1.a.  Know command to list existing patches installed
	     B
	

	
	1.b.  Run the command to check the list of patches installed
	
	    2

	
	1.c.  Know where to obtain approved patches 
	     B
	

	
	1.d.  Install patches from approved sources
	
	    2

	
	1.e.  Remove patches
	
	    2

	
	1.f.  Understand the role of Information Assurance Vulnerability Alert (IAVA) and CERT
	     B
	

	
	1.g.  Know where to find Computer Emergency Response Team (CERT) advisories
	     A
	

	
	1.h. Know how to update virus scanning software, to include data files, signature files, and engine
	     B
	

	     Level 2
	2.a.  Maintain SOP for installation of system updates or patches
	
	    3

	
	2.b.  Know impact of patch on the security and integrity of system
	     C
	

	
	2.c.  Maintain list of all patches on system in relation to all available updates and patches
	
	    3

	Level 3
	3.a.  Provide troubleshooting for installation of system updates or patches
	
	    4

	
	3.b.  Coordinate with management and other staff whether or not a patch or update will be installed
	
	    4

	
	3.c.  Ensure that updates and patches maintain the desired security posture and security policy
	
	    4

	
	3.d.   Create SOP for installation of system updates or patches
	
	    4

	
	3.e.  Track implementation patches and security advisory
	
	    4


	Task Level
	2.  Manage System Software:  O.  Maintain Documentation – Level 1
	Know
	Skill

	Level 1
	1.a.  Know how to maintain System Security Plan (SSP)
	 B
	

	
	1.b. Document system software changes
	
	 2

	
	1.c.  Understand the role and content of an SSP, concept of operation (CONOP) and an SOP
	 B
	

	
	1.d.  Be familiar with the Security Guide for your system(s)
	 B
	

	
	1.e.  Be familiar with the software configuration management procedures for your system(s)
	 B
	

	Level 2
	2.a.  Create needed system software documentation
	
	 3

	
	2.b.  Maintain SSP, CONOP and SOP
	
	 3

	Level 3
	3.a.  Ensure that all Level 2 and Level 1 system administrators are familiar with system software doc​umentation
	
	 4

	
	3.b.  Ensure that the software documentation is continuously maintained
	
	 4

	
	3.c.  Create SSP, CONOP, and SOP
	
	 4


	Task Level
	3.  Maintain Data Store:  A.  Plan Data Storage Layout – Level 3
	Know
	Skill

	Level 1
	1.a.  Learn to create scripts to assist with data storage
	A
	

	
	1.b.  Learn data storage concepts
	A
	

	Level 2
	2.a.  Maintain scripts that assist with data storage
	
	3

	
	2.b.  Assist Level 3 system administrator with planning 
	
	3

	Level 3
	3.a.  Establish baseline configuration for drive space partitioning
	
	4

	
	3.b.  Ensure that any/all back-up scripts can run without remote console access being open
	
	4

	
	3.c.  Establish space allotments for data storage (i.e., implement quotas)
	
	4

	
	3.d.  Setup scripts to remove any unnecessary files, tmp files, etc.
	
	4

	
	3.e.  Plan configuration of machine used for back-up storage
	
	4

	
	3.f.  Establish contingency plan for data storage
	
	4

	
	3.g.  Document storage layout
	
	4

	
	3.h.  Brief management and other system administrators on data storage requirements, layout, and plans
	
	4

	
	3.i.  Determine security implication for storage layout based on location of clients and network architecture, applications, data sensitivity and tools available
	
	4


	Task Level
	3.  Maintain Data Store:  B.  Plan Back-up Procedures –Level 3
	Know
	Skill

	
	1.a.  Know types of media that can be used for back-up, volume of data that can be stored, and how information is stored and accessed
	     B
	

	
	1.b.  Learn how back-up scripts work
	     B
	

	
	1.c.  Understand back-ups configuration (what is being backed up where)
	     B
	

	Level 2
	2.a.  Learn to write and maintain scripts that control back-up procedures
	     C
	

	
	2.b.  Test back-up procedures and media to ensure back-ups are being retained/made properly and are retrievable
	     
	    3

	
	2.c.  Know how to properly store and label back-up media
	     C
	

	
	2.d.  Maintain SOP on back-up procedures
	     
	     3

	Level 3
	3.a.  Write scripts to back-up necessary data
	
	    4

	
	3.b.  Develop CONOP for back-up procedures
	
	    4

	
	3.c.  Create SOP for back-up procedures 
	
	    4


	Task Level
	3.  Maintain Data Store:  C.  Implement Back-up Procedures – Level 2
	Know
	Skill

	Level 1
	1.a.  Know the various back-up commands, how they work and when they would be used
	     B
	

	
	1.b.  Execute back-up of system
	
	    2

	
	1.c.  Learn and understand implementation and execution of back-up procedures 
	     B
	

	Level 2
	2.a.  Maintain procedures for incremental and full system back-up to various media
	
	    3

	
	2.b.  Verify that systems can be restored using incremental or full system back-up
	
	    3

	
	2.c.  Implement archiving procedures for media used for back-up
	
	    3

	
	2.d.  Securely maintain and control the media used for back-up
	
	    3


	Task Level
	3.  Maintain Data Store:  D.  Monitor Data Storage Utilization – Level 2
	Know
	Skill

	Level 1
	1.a.  Know commands for monitoring disk utilization
	     B
	

	
	1.b.  Know which scripts and processes are used to monitor disk utilization and which systems are critical
	     B
	

	
	1.c.  Know what anomalies to look for and security implications
	     A
	

	Level 2
	2.a.  Evaluate results from commands to determine system loading and perform correc​tive action 
	
	    3

	
	2.b.  Establish automated mechanism to notify staff when system reaches specified levels of percent​age full
	
	    3

	
	2.c.  Implement appropriate shut down mechanisms when system reaches specified percentage full
	
	    3 

	
	2.d.  Perform file management when predefined percentage level is reached (i.e., compression, removal, archival)
	
	    3

	
	2.e.  Make recommendations for modifications to disk usage and purchases
	
	    3

	
	2.f.  Maintain SOP for monitoring data storage utilization to include performance
	
	    3

	Level 3
	3.a.  Create SOP for monitoring data storage utilization to include performance and layout
	
	    4

	
	3.b.  Make modifications to disk usage and purchasing decisions
	
	    4


	Task Level
	3.  Maintain Data Store:  E.  Maintain Integrity of the File System – Level 2
	Know
	Skill

	Level 1
	1.a.  Learn commands to determine state of file system 
	     B
	

	
	1.b.  Learn data/file protection mechanisms
	     B
	

	Level 2
	2.a.  Execute commands to determine state of file system 
	
	    3    

	
	2.b.  Ensure classification of stored files is consistent with location and classification of equipment
	
	    3

	
	2.c. Implement data/file protection mechanisms
	
	    3

	     Level 3
	3.a.  Ensure procedures and mechanisms for data/file protection are in place and not circumvented
	
	    4


	Task Level
	3.  Maintain Data Store:  F.  Audit File System Security – Level 2
	Know
	Skill

	Level 1
	1.a.  Know which files log system security
	     B
	

	
	1.b.  Know relationship between logs
	     B
	

	     Level 2
	2.a.  Implement audit reduction tools
	
	    3

	
	2.b.  Maintain SOP for auditing  file system security
	
	    3   

	
	2.c.  Know effect of logs on disk utilization and system security 
	     C
	

	Level 3
	3.a.  Create SOP for auditing system utilization
	
	    4

	
	3.b.  Determine minimal data that must be audited to maintain system security and integrity
	
	    4

	
	3.c.  Develop scripts to “shut down” system if audit file system integrity is affected 
	
	    4


	Task Level
	3.  Maintain Data Store:  G.  Delete Unnecessary Files – Level 2
	Know
	Skill

	Level 1
	1.a.  Remove unnecessary files in accordance with SOP
	
	    2

	Level 2
	2.a.  Establish process for deleting files from system
	
	    3

	
	2.b.  Maintain SOP for file removal 
	
	    3

	
	2.c.  Back-up system prior to removal for security
	
	    4

	
	2.d.  Delete obsolete licenses and software
	
	    3

	Level 3
	3.a.  Create SOP for file removal 
	
	    4


	Task Level
	3.  Maintain Data Store:  H.  Manage Log Files – Level 2
	Know
	Skill

	Level 1
	1.a.  Learn which log files are available on system, how they are created and managed, and which are used for system audit
	B
	

	
	1.b.  Learn how to recognize possible security problems using logs
	B
	

	Level 2
	2.a.  Maintain SOP for logs and their maintenance and archiving
	
	    3

	
	2.b.  Document where logging is performed for the systems and the network
	
	    3

	
	2.c.  Maintain an archive of relevant logs
	
	    3

	Level 3
	3.a.  Create SOP for system logs, their maintenance and archiving
	
	    4

	
	3.b.  Determine what information, at a minimum, must be logged based on policy and operational needs
	
	    4


	Task Level
	3.  Maintain Data Store:  I.  Maintain Data Storage Layout – Level 2
	Know
	Skill

	Level 1
	1.a.  Learn tools used to determine location and access to data storage
	     C
	    

	Level 2
	2.a.  Document the configuration of available data storage (e.g., size, type, owner, classification, spe​cial considerations)
	
	    3

	
	2.b.  Maintain SOP to revalidate the configuration and utilization
	
	    3

	
	2.c.  Document access to data storage based on network architecture
	
	    3

	Level 3
	3.a. Establish data storage layout based on operational security constraints
	
	    4

	
	3.b.  Establish what security mechanism should be used to maintain security associated with data storage layout
	
	    4

	
	3.c. Create SOP to revalidate the configuration and utilization
	
	     4


	Task Level
	3.  Maintain Data Store:  J.  Format Media Storage – Level 1
	Know
	Skill

	Level 1
	1.a.  Know commands to check the disk’s volume label of contents and the percentage full of each partition 
	     B
	

	
	1.b.  Know how to perform format of disk and proper classifcation labeling (i.e. hard drive, 8mm, 3 ½)
	     C
	

	
	1.c. Perform format of disk and proper classification labeling (i.e., hard drive, 8mm, 3 1/2)
	     
	    3 

	
	1.d. Perform sanitization process for media if being reused in system architecture
	     
	    3

	     Level 2 
	2.a.  Maintain SOP for standard format for media storage, including security implications
	
	    3

	     Level 3
	3.a. Create SOP for standard format for media storage, including security implications
	
	    4


	Task Level
	3.  Maintain Data Store:  K.  Partition Disks  - Level 1
	Know
	Skill

	Level 1
	1.a.  Know how to partition a disk
	     B
	

	
	1.b.  Perform utility to partition a disk
	
	    2

	
	1.c.  Perform installation of an external drive and partition disk
	
	    2

	     Level 2
	2.a.  Maintain SOP for disk partitions and security constraints based on operational requirements
	
	    3

	Level 3
	3.a. Create SOP for disk partitions and security constrains based on operational requirements
	
	    4


	Task Level
	3.  Maintain Data Store:  L.  Create a File System – Level 1
	Know
	Skill

	
	1.a.  Learn how to create a file system
	     C
	

	Level 1
	1.b.  Create a file system as defined by the SOP
	
	    3

	
	1.c.  Know which files and directories are essential to the OS and their function 
	     B
	

	
	1.d.  Know how to set permissions properly to restrict access 
	     B
	

	Level 2
	2.a.  Validate file system creation and access permissions
	
	    4

	
	2.b.  Run approved security tools and examine output to maintain system integrity
	
	    3 

	
	2.c.  Maintain SOP for file system, permission settings, and access based on operational security requirements and policy
	
	    3

	Level 3
	3.a.  Determine access constraints (i.e., security for sharing/exporting) for various parti​tions
	
	    3

	
	3.b. Create SOP for file system, permission settings, and access based on operational security requirements and policy
	
	    4


	Task Level
	3.  Maintain Data Store:  M.  Load Data – Level 1
	Know
	Skill

	Level 1
	1.a.  Load data from various sources
	     
	    2

	
	1.b.  Know how to create a directory to store data in and set secure permissions
	      B
	

	Level 2
	2.a.  Validate that system can support classification level and type of data
	
	    3

	
	2.b.  Troubleshoot load problems 
	
	    3

	
	2.c  Maintain SOP for data load and access, including classification and security considerations
	
	    3

	Level 3
	3.a.  Establish SOP for data load and access, including classification and security considerations
	
	    4

	
	3.b.  Assist in troubleshooting problems loading data
	
	    4


	Task Level
	3.  Maintain Data Store:  Restore Data From a Back-up – Level 1
	Know
	Skill

	Level 1
	1.a.  Know back-up storage procedures (where located, point of contact, etc.)
	     B
	

	
	1.b.  Know how to restore directories, files, or any combination from media (i.e., interactive restore)
	     C
	

	
	1.c.  Know commands and utilities which can be used to perform a restore 
	     C
	

	
	1.d.  Perform a data restore
	
	    3

	Level 2
	2.a. Validate selected restores of files from back-up 
	
	    4

	
	2.b.  Know security implications for restoring of data and operational dependencies
	     C
	

	
	2.c.  Maintain concept of operation (CONOP) in coordination with the audit and logging SOP
	
	    3

	
	2.d.  Assist with troubleshooting on restoring data from a back-up
	
	    3

	Level 3
	3.a. Create CONOP in coordination with the audit and logging SOP
	
	    4

	
	3.b. Assist with troubleshooting on restoring data from a back-up
	
	    4

	
	3.c.  Ensure that back-ups are restored using secure methods and system administrators are properly authorized to access back-ups that they administer
	
	    4


	Task Level
	4.  Manage Application Software:  A.  Evaluate Impact of Software Packages – Level 3
	Know
	Skill

	
	 
	
	

	Level 1
	1.a.  Learn from Level 2 and 3 system administrators on testing of software packages
	     A
	

	
	1.b.  Document tests performed and results
	
	    2

	
	1.c.  Learn to perform standard tests
	     B
	

	Level 2
	2.a.  Develop system baseline, test environment and test plan for evaluating software package to include all basis path testing and stress testing
	
	    3

	Level 3
	3.a. Evaluate Commercial off the shelf (COTS) or government off the shelf (GOTS) software to determine the most secure implementation
	
	    4

	
	3.b. Brief management on the evaluation of a product
	
	    4

	
	3.c.  Know security policy/guidelines that may apply 
	     D
	    

	
	3.d. Use security policy and/or guidelines to promote or refute use of a specific product
	     
	    4


	Task Level
	4.  Manage Application Software:  B.  Optimize Application Parameters – Level 3
	Know
	Skill

	Level 1
	1.a.  Learn the differences in application parameters and how these parameters impact the system
	     B
	

	
	1.b.  Learn to setup optimal application parameters by following the SOP, with the guidance of a Level 2 system administrator
	     B
	

	
	1.c.  Learn to validate optimal application parameters
	     C
	

	Level 2
	2.a.  Learn to set optimal application parameters without compromising security
	     C
	

	
	2.b. Assist in validation of optimal application parameters
	     
	    3

	
	2.c. Follow the SOP to setup optimal application parameters without compromising secu​rity 
	
	    3

	
	2.d.  Maintain SOP for setting up optimal application parameters
	
	    3

	Level 3
	3.a. Set optimal application parameters without compromising security
	
	    4

	
	3.b.  Create optimal application parameters in an SOP
	
	    4

	
	3.c.  Work with Controlling authorities and other administrators or technical personnel to establish optimal application parameters
	
	    4

	
	3.d. Validate optimal application parameters
	
	    4


	Task Level
	4.  Manage Application Software:  C.  Plan Application Changes – Level 3
	Know
	Skill

	Level 1
	1.a.  Learn the impact of application changes on a system and how to plan for them
	     B
	

	
	1.b.  Learn the SOP for planning application changes
	     B
	

	Level 2
	2.a.  Work with Level 3 administrator to implement, test and evaluate application changes plan
	     
	    3

	
	2.b.  Maintain SOP for planning application changes
	
	     3

	
	2.c.  Learn the coordination process for planning application changes
	     C
	

	Level 3
	3.a.  Coordinate with management and customer to make application changes in accordance with customer requirements
	
	    4

	
	3.b.  Create SOP for planning application changes 
	
	    4


	Task Level
	4.  Manage Application Software:  D.  Ensure Compatibility Among Applications – Level 2
	Know
	Skill

	
	1.a.  Assist in Level 2 system administrator in testing application compatibility
	
	    2

	
	1.b.  Learn to test and validate application compatibility
	     B
	

	
	1.c. Read vendor documentation to look for anomalies and requirements
	     
	    2

	
	1.d.  Learn how testing/validation process can interfere with an operational network and how to take precautions to avoid potential negative impact
	     A
	

	Level 2
	2.a.  Read and understand vendor documentation for anomalies and requirements
	
	    3

	
	2.b.  Maintain plan to test and validate application compatibility
	
	    3

	
	2.c.  Ensure that testing/validation process does not interfere with operational network
	
	    3

	
	2.d.  Take precau​tions to avoid potential negative impact of test and validation process
	
	    3

	Level 3
	3.a.  Establish guidelines/ SOP for testing and validating application compatibility to include security ramifications
	
	    4

	
	3.b.  Create plan to test and validate application compatibility
	
	    4


	Task Level
	4.  Manage Application Software:  E.  Allocate System Resources to Applications – Level 2
	Know
	Skill

	Level 1
	1.a.  Learn testing and verification procedures for secure resource allocation
	     B
	    

	
	1.b.  Assist level 2 system administrator in testing for anomalies in resource allocation and security parameters
	
	    2

	Level 2
	2.a.  Utilize commands to verify availability of system resources
	
	    3

	
	2.b.  Follow testing and verification procedures for secure resource allocation
	
	    3

	
	2.c.  Learn to optimize security through selection of hardware, location, and setting of permissions
	     C
	

	
	2.d.  Assist in troubleshooting problems/anomalies in resource allocation and security parameters
	     C
	

	
	2.e.  Maintain SOP to perform testing and verification of secure resource allocation to include selection of hardware location and setting of permissions
	
	    3

	Level 3
	3.a.  Develop configuration management and configuration control over system resources to maintain system security and data integrity
	
	    4

	
	3.b.  Troubleshoot anomalies in resource allocation and security parameters
	
	    4

	
	3.c. Create SOP to perform testing and verification of secure resource allocation to include selection of hardware location and setting of permissions
	
	    4


	Task Level
	4.  Maintain Application Software:  F.  Validate Integrity of Applications Before Installation – Level 2
	Know
	Skill

	Level 1
	1.a.  Learn the difference between and procedures for handling low risk and high risk software
	     B
	

	
	1.b.  Learn commands/procedures to perform integrity checks on applications
	     B
	

	
	1.c.  Learn accepted verification techniques to test for software anomalies 
	     B
	

	Level 2
	2.a.  Know the procedures for handling low risk and high risk software and the difference between them
	     C
	

	
	2.b.  Perform integrity checks on applications by scanning the software prior to installation
	
	    3

	
	2.c.  Apply accepted verification techniques to test for software anomalies 
	
	    3

	
	2.d. Update SOP for validating application integrity prior to installation
	
	    3

	Level 3
	3.a.  Develop SOP for validating application integrity prior to installation
	
	    4


	Task Level
	4.  Maintain Application Software:  G.  Test Validity of Software Installation – Level 2
	Know
	Skill

	Level 1
	1.a. Execute tests as defined 
	
	    2

	
	1.b.  Learn the constraints of an operational environment
	     B
	

	
	1.c.  Learn SOP and functions to test validity of software installation
	     B
	

	Level 2
	2.a.  Ensure that an isolated facility is used to test application prior to implementing in operational environment
	
	    3

	
	2.b.  Perform test of application to include peripherals
	
	    3

	
	2.c.  Implement any constraints that would exist in the operational environment
	
	    3

	
	2.d.  Maintain SOP for testing validity of software installation
	
	    3

	Level 3
	3.a.  Establish baseline for components/system in test facility
	
	    4

	
	3.b.  Establish isolated testing facility to test application prior to implementing in an operational envi​ronment
	
	    4

	
	3.c.  Establish SOP for testing validity of software installation
	
	    4


	Task Level
	4.  Manage Application Software:  H.  Install Application Software – Level 1
	Know
	Skill

	Level 1
	1.a.  Install application software
	
	    3

	
	1.b.  Know how to list installed software 
	     C
	

	
	1.c.  Know how to install software package
	     C
	

	
	1.d.  Test application
	     
	    3

	Level 2
	2.a.  Maintain SOP for installing software 
	
	    3

	
	2.b.  Coordinate installation of application software
	
	    3

	Level 3
	3.a.  Create SOP for installing software
	
	    4


	Task Level
	4.  Manage Application Software:   I.  Maintain Inventory – Level 1
	Know
	Skill

	    Level 1
	1.a.  Know how licenses are maintained
	     B
	

	
	1.b.  Maintain licenses
	
	    2

	
	1.c.  Store software in library and add to inventory
	
	    2

	    Level 2
	2.a.  Notify persons maintaining inventory of any configurations, moves, or other changes that may effect inventory records
	
	    3

	
	2.b.  Maintain SOP for notifying inventory maintainers of configurations, moves, or other changes
	
	    3

	Level 3
	3.a.  Create SOP for notifying inventory maintainers of configurations, moves, or other changes
	
	    4

	
	3.b.  Ensure that the inventory is properly completed
	
	    4


	Task Level
	4.  Manage Application Software:  J.  Maintain Application Documentation 

– Level 1
	Know
	Skill

	Level 1
	1.a.  Ensure that documentation is maintained for all application software
	
	    3


	Task Level
	4.  Manage Application Software:  K.  Install Application Updates – Level 1
	Know
	Skill

	Level 1
	1.a.  Verify application status before update
	
	    3     

	
	1.b.  Perform application updates 
	
	    3

	
	1.c.  Verify the installation
	
	    3

	
	1.d.  Understand the process/procedures to obtain updates 
	     B
	

	
	1.e.  Verify that security testing has been completed prior to installation 
	
	    2

	
	1.f.  Be aware of any special secure configuration setting needed
	     B
	

	     Level 2
	2.a.  Verify application updates 
	
	    4

	
	2.b.  Maintain SOP for application update process
	
	    3

	
	2.c.  Test application updates for any security ramifications
	
	    4

	Level 3
	3.a.  Ensure that application updates are approved and adhere to controlling authority guidelines
	
	    4

	
	3.b.  Create SOP for application update process
	
	    4


	Task Level
	5.  Provide Communication Connectivity:  A.  Plan Network Configuration – Level 3
	Know
	Skill

	    Level 1
	1.a.  Learn network topology
	
	

	Level 2
	2.a.  Assist Level 3 system administrator with planning the network 
	
	

	
	2.b.  Learn security requirements involved with planning the network 
	
	

	
	2.c.   Learn the placement of firewall, filters and routers that will affect the deployment of your network
	
	

	    Level 3
	3.a.  Ensure that all network components are in compliance with security guidelines
	
	

	
	3.b.  Be aware of data concerns/constraints when establishing network
	     
	

	
	3.c.  Be able to brief management on network configuration
	
	

	
	3.d.  Document network configuration
	
	

	
	3.e.  Ensure that System Security Plan is established to reflect network configuration and that updates to System Security Plan are completed as necessary; sign as official system administrator on System Security Plan
	
	

	
	3.f.  Assess the placement of firewalls and filtering routers based on security/user accesses
	
	

	
	3.g.  Create SOP to plan network configuration
	
	


	Task Level
	5.  Provide Communication Connectivity:  B.  Request Interhost Connectivity – Level 2
	Know
	Skill

	Level 1
	1.a.  Learn about secure configurations for interhost connectivity
	
	

	
	1.b.  Learn about approved tools for security
	
	

	
	1.c.  Learn commands and files involved with implementing specific connectivity and software per application
	
	

	
	1.d.  Learn about network configurations, segments, topologies
	
	

	Level 2
	2.a.  Implement specific connectivity and software per application based on system and user require​ments (i.e., NTFS, host.allow, host.deny, database access)
	
	

	
	2.b.  Ensure segment is not isolated and can provide required connectivity
	
	

	
	2.c.  Understand security constraints for connectivity on subnet and services (i.e., tftp, telnet)
	
	

	
	2.d.  Learn to prepare paperwork needed to request connectivity
	
	

	
	2.e.  Maintain SOP for requesting interhost connectivity
	
	

	Level 3
	3.a.  Prepare paperwork to request connectivity
	
	

	
	3.b.  Develop configuration control and configuration management for accountability
	
	

	
	3.c.  Establish SOP for requesting interhost connectivity
	
	


	Task Level
	5.  Provide Communication Connectivity:  C.  Acquire Internet Address – Level 2
	Know
	Skill

	Level 1
	1.a.  Know how to determine what the subnet mask is for the address
	
	

	
	1.b.  Know address classes
	
	

	
	1.c.  Know difference between IPv4 address and IPv6 address
	
	

	
	1.d.  Know which commands define IP address and subnet masks
	
	

	
	1.e.  Learn SOP for acquiring an internet address
	
	

	
	1.f.  Learn how diskless systems obtain an IP address (i.e., RARP and ARP)
	
	

	
	1.g.  Learn system files that effect addressing (i.e., /etc/inet/hosts, /etc/hosts, arp table)
	
	

	
	1.h.  Learn to validate operations
	
	

	
	1.i.  Learn commands to ensure no duplication of addresses
	
	

	Level 2
	2.a.  Obtain a valid IP address and register with appropriate authority (i.e., connection request form)
	
	

	
	2.b.  Validate operations
	
	

	
	2.c.  Execute commands to ensure no duplicates
	
	

	
	2.d.  Check system files to determine host name and IP address (i.e., /etc/hosts)
	
	

	
	2.e.  Know how diskless system obtains IP address (i.e., RARP and ARP)
	
	

	
	2.f.  Know file which host initially obtains its address (i.e., /etc/inet/hosts)
	
	

	
	2.g.  Know how to manipulate the ARP table (i.e., arp command)
	
	

	
	2.h.  Determine if subnetting is performed and determine subnet mask
	
	

	
	2.i.  Maintain SOP for acquiring an internet address
	
	

	Level 3
	3.a.  Establish network layout and system addresses and connectivity
	
	

	
	3.b.  Establish SOP for acquiring an internet address
	
	


	Task Level
	5.  Provide Communication Connectivity:  D.  Build Network Tables – 

Level 2
	Know
	Skill

	Level 1
	1.a.  Know which commands provide information for building network information (i.e., arp, ifcon​fig, netstat, /etc)
	
	

	
	1.b.  Know which files specify default routes (i.e., /etc/defaultrouter, /etc/inet/networks, /etc/gate​ways)
	
	

	
	1.c.  Learn to modify network tables
	
	

	
	1.d.  Learn about services and which to permit/which to deny based on security policies
	
	

	
	1.e.  Learn command to establish static routing; learn the difference between dynamic routing and static routing as well as the security implications of both
	
	

	
	1.f.  Learn how to build a permanent route for connection as required for security (i.e., /etc/gateways)
	
	

	
	1.g.  Learn to use in.rdisc to provide a default path to hosts
	
	

	Level 2
	2.a.  Enter IP address in required configuration tables
	
	

	
	2.b.  Permit and deny appropriate services (i.e., /etc/services)
	
	

	
	2.c.  Validate operation of all applications and services
	
	

	
	2.d.  Be able to use command to establish static routing between source and destination instead of dynamic routing (i.e., /etc/rc2.d/s69inet, in.routed, in-rdisc)
	
	

	
	2.e.  Be able to build a permanent route for connection as required for security (i.e., /etc/gateways)
	
	

	
	2.f.  Be able to use in.rdisc to provide a default path to hosts
	
	

	
	2.g.  Maintain SOP and concept of operation (CONOP) for network configuration
	
	

	
	2.h.  Be able to troubleshoot problems with the network tables; provide on the job training (OJT) for Level 1 system administrators to troubleshoot problems with network tables
	
	

	Level 3
	3.a.  Develop SOP and CONOP for network configuration
	
	

	
	3.b.  Provide OJT for Level 1 and 2 system administrators for modifying network tables
	
	

	
	3.c.  Assist/ provide OJT for Level 2 system administrator on troubleshooting network tables
	
	


	Task Level
	5.  Provide Communication Connectivity:  E.  Configure TTY Lines – Level 2
	Know
	Skill

	Level 1
	1.a.  Learn to use the sacadm command
	
	

	
	1.b.  Learn to use the pmadm command
	
	

	
	1.c.  Learn to use the ttyadm command
	
	

	
	1.d.  Learn to use appropriate commands to verify the configuration
	
	

	
	1.e.  Learn to use commands to read data off of a TTY port
	
	

	
	1.f.  Learn to terminate, enable, and disable a configuration as required
	
	

	
	1.g.  Learn security implications involved with configuring TTY lines
	
	

	Level 2
	2.a.  Use the sacadm command to configure tty monitors and listen to port monitor tables as required by policy
	
	

	
	2.b.  Use the pmadm command to configure service tags as required by policy
	
	

	
	2.c.  Use the ttyadm command to create serial port tags as required by policy
	
	

	
	2.d.  Use the appropriate command to verify the configuration
	
	

	
	2.e.  Be able to terminate, enable, and disable a configuration as required
	
	

	
	2.f.  Maintain SOP for secure configuration of TTY lines
	
	

	
	2.g.  Learn to troubleshoot configuration of TTY lines
	
	

	Level 3
	3.a.  Establish SOP for secure configuration of TTY lines
	
	

	
	3.b.  Provide OJT to Level 1 and 2 system administrators to securely configure TTY lines
	
	

	
	3.c.  Provide troubleshooting guidance and training on configuration of TTY lines
	
	


	Task Level
	5.  Provide Communication Connectivity:  F.  Configure Peripheral Lines – Level 2
	Know
	Skill

	Level 1
	1.a.  Know how to configure networked, remote and local peripheral devices
	
	

	
	1.b.  Learn various means for adding peripherals (i.e., admintool)
	
	

	
	1.c.  Know how to start and stop print requests, services, and connections
	
	

	
	1.d.  Know how to manipulate queues and privileges
	
	

	Level 2
	2.a.  Provide connectivity to allowable peripherals (i.e. printers, servers, databases) to be accessed by users
	
	

	
	2.b.  Ensure security policy for peripheral lines is maintained
	
	

	
	2.c.  Implement access privileges to peripherals
	
	

	
	2.d.  Modify peripherals by using configuration files (i.e., /etc, /var) 
	
	

	
	2.e.  Maintain SOP for using peripherals (i.e., classification of materials, banners, banner pages)
	
	

	
	2.f.  Maintain audit procedures for various peripherals based on policy
	
	

	
	2.g.  Learn to troubleshoot peripheral line configuration problems
	
	

	Level 3
	3.a.  Establish SOP for using peripherals (i.e., classification of materials, banners, banner pages)
	
	

	
	3.b.  Establish audit procedure for various peripherals based on policy
	
	

	
	3.c.  Provide on the job training (OJT) to Level 2 system administrator on troubleshooting and con​figuring peripheral lines
	
	

	
	3.d.  Troubleshoot peripheral line configuration problems
	
	


	Task Level
	5.  Provide Communication Connectivity:  G.  Configure File Servers and Clients – Level 2
	Know
	Skill

	Level 1
	1.a.  Know naming conventions 
	     B
	

	
	1.b.  Know how to display system configuration information 
	     B
	

	
	1.c.  Know commands used to resolve full system name and IP address 
	     B
	

	
	1.d.  List server services
	
	    2

	
	1.e.  Learn how to properly configure various servers 
	     B
	    

	
	1.f.  Learn about address resolution and troubleshooting
	     B
	

	
	1g.  Learn security features for installed servers in accordance with security policy
	     B
	

	Level 2
	2.a.  Configure installed servers 
	
	    3

	
	2.b.  Implement security features for installed servers in accordance with security pol​icy
	
	    3

	
	2.c.  Learn to troubleshoot file server/client configuration problems
	     C
	

	
	2.d.  Maintain SOP defining configuration and security features for installed servers
	
	    3

	     Level 3
	3.a.  Define relationship between clients and servers
	
	    4

	
	3.b. Create SOP defining configuration and security features for installed servers
	
	    4

	
	3.c.  Troubleshoot problems with file server/client configuration problems
	
	    4


	Task Level
	5.  Provide Communication Connectivity:  H.  Configure Firewalls – Level 2
	Know
	Skill

	Level 1
	1.a.  Understand role of firewall in network
	
	

	
	1.b.  Be able to differentiate between roll of router and firewall
	
	

	
	1.c.  Learn the components of a firewall
	
	

	
	1.d.  Learn to test and verify that all network interfaces are configured properly and operational
	
	

	
	1.e.  Learn to determine if the /etc/norouter file exists and what this file does
	
	

	
	1.f.  Learn to create and apply filters
	
	

	Level 2
	2.a.  Be able to test and verify that all network interfaces are configured properly and operational
	
	

	
	2.b.  Be able to determine if the /etc/norouter file exists
	
	

	
	2.c.  Know how to create and apply filters
	
	

	
	2.d.  Maintain SOP that defines objective for use of firewalls
	
	

	
	2.e.  Maintain configuration management (CM) and/or configuration control (CC) concept of opera​tion (CONOP) for proposed changes to firewall configuration
	
	

	
	2.f.  Maintain testing procedures for firewall configuration
	
	

	
	2.g.  Learn to troubleshoot firewall configuration problems
	
	

	Level 3
	3.a.  Establish objective for use of firewalls and develop SOP
	
	

	
	3.b.  Establish CM/CC CONOP for proposed changes to firewall configuration
	
	

	
	3.c.  Establish testing procedures for firewall configuration
	
	

	
	3.d.  Troubleshoot firewall configuration problems
	
	

	
	3.e.  Provide OJT, to include troubleshooting, to Level 2 system administrator on firewall configura​tion
	
	

	Task Level
	5.  Provide Communication Connectivity:  I.  Monitor Network Activity – Level 2
	Know
	Skill

	Level 1
	1.a.  Know tools and commands that can be used to monitor network activity and their function
	
	

	
	1.b.  Know how sar command can be used to monitor disk, CPU and server load
	
	

	
	1.c.  Learn to execute batch network monitoring applications 
	
	

	
	1.d.  Learn SOP for network loading
	
	

	Level 2
	2.a.  Be able to use system commands to evaluate and interpret system activity (e.g., snoop, tcpdump, netstat, rpcinfo, ps)
	
	

	
	2.b.  Be able to correlate sar information to optimize network load
	
	

	
	2.c.  Be able to execute batch network monitoring applications and explain to Level 1 administrator
	
	

	
	2.d.  Maintain SOP for network loading
	
	

	
	2.e.  Learn to write scripts to correlate command data, interpret and reconfigure server functions (sar, netstat, snoop, nfstat, etc.)
	
	

	Level 3
	3.a.  Be able to develop scripts to determine monitor network activity at various times of the day
	
	

	
	3.b.  Develop SOP for network loading 
	
	

	
	3.c.  Be able to write scripts to correlate command data, interpret and reconfigure server functions (sar, netstat, snoop, nfstat, etc.)
	
	


	Task Level
	5.  Provide Communication Connectivity:  J.  Manage Network Services – Level 2
	Know
	Skill

	Level 1
	1.a.  Know the function of the services file 
	     B
	

	
	1.b.  Know what each of the services are and the impact on security
	     B
	

	
	1.c.  Know the approved security tools that can be used to restrict/permit network services
	     B
	

	
	1.d.   Learn system commands to validate and verify the services usage
	     B
	

	Level 2
	2.a.  Configure services to restrict allowable network services
	
	    3

	
	2.b.  Use system commands to validate and verify the services usage
	
	    3

	
	2.c.  Maintain SOP for network service management 
	
	    3

	Level 3
	3.a.  Create SOP for network service management 
	
	    4


	Task Level
	5.  Provide Communication Connectivity:  I.  Manage Network Bridges and Routers – Level 2
	Know
	Skill

	Level 1
	1.a.  Know protocols used by bridges and routers to establish and maintain connectivity
	
	

	
	1.b.  Know the difference between end system protocols and intermediate system protocols (i.e., rout​ers, bridges) and the commands that can be executed to manage these devices
	
	

	
	1.c.  Learn to change the state of the system from routers to non-routers, log information, and add other routes (i.e., in.routed)
	
	

	
	1.d.  Learn to affect the routing process using in.rdisc
	
	

	
	1.e.  Learn what filters contain and how they are configured
	
	

	
	1.f.  Learn SOP and CONOP for modifying time intervals, advertising routes, advertising systems, etc.
	
	

	
	1.g.  Learn to use commands to display routing information
	
	

	
	1.h.  Learn ICMP and how to determine/test for reachability
	
	

	Level 2
	2.a.  Be able to use commands to display routing information (e.g., netstat -r, ifconfig)
	
	

	
	2.b.  Be able to determine reachability using ICMP
	
	

	
	2.c.  Be able to change the state of the system from routers to non-routers, log information, and add other routes (i.e., in.routed)
	
	

	
	2.d.  Be able to affect the routing process using in.rdisc
	
	

	
	2.e.  Understand the different routing protocols (rip, ospf, etc.)
	
	

	
	2.f.  Understand what the filters contain and how to configure them
	
	

	
	2.g.  Learn to troubleshoot network bridge and router problems
	
	

	
	2.h.  Maintain SOP and CONOP for modifying time intervals, advertising routes, advertising sys​tems, etc.
	
	

	Level 3
	3.a.  Establish SOP and CONOP for modifying time intervals, advertising routes, advertising sys​tems, etc.
	
	

	
	3.b.  Provide OJT, as well as troubleshooting, to Level 1 and 2 system administrators on managing network bridges and routers
	
	

	
	3.c.  Troubleshoot problems with network bridges and routers
	
	


	Task Level
	5.  Provide Communication Connectivity:  J.  Manage Print Servers – Level 2
	Know
	Skill

	Level 1
	1.a.  Know how to view and remove jobs from printer
	     B
	

	
	1.b.  Learn how and be able to stop/start printer processes
	     B
	

	
	1.c.  Learn how to read printer codes and where to find their meaning
	     B
	

	
	1.d.  Learn how to determine if the print server is connected
	     B
	

	
	1.e.  Learn to disable the printer locally and remotely
	     B
	

	
	1.f.  Learn to remove a printer from service
	     B
	

	Level 2
	2.a.  Determine if print server is connected 
	
	    3

	
	2.b.  Configure the print servers 
	
	    3

	
	2.c.  Suspend the printer queue locally and remotely
	
	    3

	
	2.d.  Disable the printer locally and remotely for users
	
	    3

	
	2.e.   Remove the printer from service
	
	    3

	    Level 3
	3.a.  Troubleshoot print server management problems
	
	    4


	Task Level
	5.  Provide Communication Connectivity:  K.  Manage Terminal Servers – Level 2
	Know
	Skill

	Level 1
	1.a.  Learn to determine and set the environment variables for the configuration
	
	

	
	1.b.  Learn how to ensure terminal types exist in /etc/termcap
	
	

	
	1.c.  Learn to set terminal types in /etc/termcap
	
	

	
	1.d.  Learn to set terminal type function during the login process
	
	

	Level 2
	2.a.  Be able to determine and set the environment variables for the configuration
	
	

	
	2.b.  Ensure terminal types exist in /etc/termcap
	
	

	
	2.c.  Be able to set terminal types exist in /etc/termcap
	
	

	
	2.d.  Be able to set terminal type function during login process
	
	

	
	2.e.  Maintain SOP for managing terminal servers
	
	

	
	2.f.  Provide training to Level 1 system administrator on managing terminal servers
	
	

	
	2.g.  Learn to troubleshoot managing terminal servers
	
	

	Level 3
	3.a.  Establish SOP for managing terminal servers
	
	

	
	3.b.  Provide OJT for Level 1 and 2 system administrators, to include troubleshooting
	
	

	
	3.c.  Be able to troubleshoot problems managing terminal servers
	
	


	Task Level
	5.  Provide Communication Connectivity:  L.  Manage Network Topology – Level 2
	Know
	Skill

	Level 1
	1.a.  Understand netmask concept and how it works
	
	

	
	1.b.  Know which commands to execute to determine if network is subnetted
	
	

	
	1.c.  Learn to distinguish devices with multiple interfaces as multihomed or as routers (in.r)
	
	

	
	1.d.  Learn to add additional routes as needed
	
	

	
	1.e.  Learn to use system commands to determine which systems are on segments and subnets and their status
	
	

	
	1.f.  Learn commands to monitor servers
	
	

	
	1.g.  Learn commands to display transmission information
	
	

	
	1.h.  Learn commands to capture and display packet contents
	
	

	
	1.i.  Learn nfstat and vfstab and how to use/interpret the output
	
	

	
	1.j.  Learn SOP for network topology management to include location of servers, clients, and routing
	
	

	Level 2
	2.a.  Be able to distinguish devices with multiple interfaces as multihomed or as routers (in.r)
	
	

	
	2.b.  Be able to add additional routes as needed
	
	

	
	2.c.  Be able to determine if network is subnetted and what the mask is
	
	

	
	2.d.  Be able to use system commands to determine which systems are on segments and subnets and their status
	
	

	
	2.e.  Be able to use commands to monitor servers (e.g., iostat, vmstat)
	
	

	
	2.f.  Use commands to display transmission information (e.g., netstat -i)
	
	

	
	2.g.  Use commands to capture and display packet contents (e.g., snoop, tcpdump)
	
	

	
	2.h.  Ensure that no network monitoring data is retained unless authorized by ISSM
	
	

	
	2.i.  Be able to use and interpret output from nfstat and vfstab to evaluate system performance
	
	

	
	2.j.  Maintain SOP for network topology management to include location of servers, clients, and routing
	
	

	Level 3
	3.a.  Establish SOP for network topology management to include location of servers, clients and routing
	
	

	
	3.b.  Establish loading and performance parameters for links and servers based on device type
	
	

	
	3.c.  Be able to flush routing tables and add new routes as required
	
	

	
	3.d.  Define mapping of ports to services and which can be activated in /etc/services and inetd.conf
	
	

	
	3.e.  Provide training to Level 1 and Level 2 system administrators on management of network topol​ogy
	
	


	Task Level
	5.  Provide Communication Connectivity:  M.  Assign Addresses to Nodes – Level 1
	Know
	Skill

	Level 1
	1.a.  Know how to complete an IP configuration
	     B
	

	
	1.b.  Verify the configuration
	
	    2

	
	1.c  Maintain host table
	
	    3

	Level 2
	2.a.  Correlate host names with domain name entries 
	
	    3

	
	2.b.  Troubleshoot connectivity errors
	
	    3


	Task Level
	5.  Provide Communication Connectivity:  N.  Install Network Software – Level 1
	Know
	Skill

	Level 1
	1.a.  Know the function of the network files
	     B
	

	
	1.b.  Know basic ports
	     B
	

	
	1.c.  Know troubleshooting  commands
	     B
	

	
	1.d.  Understand network services/protocols 
	     B
	

	
	1.e.  Configure a network service
	
	    1

	     Level 2
	2.a.  Resolve discrepencies between network files 
	
	    3


	Task Level
	5.  Provide Communication Connectivity:  O.  Set Access Permissions – Level 1
	Know
	Skill

	Level 1
	1.a.  Understand the allowable permissions within the operating system 
	     B
	

	
	1.b. Set correct user, group or owner file/directory permissions
	     
	     2

	
	1.c.  Understand the security implications of file/directory permissions
	     B
	

	
	1.d.  Understand the hierarchical behavior of permissions (dir/file)
	     B
	

	     Level 2
	2.a.  Maintain SOP for access permissions in accordance with security requirements
	
	    3

	Level 3
	3.a.  Create SOP for access permissions in accordance with security requirements
	
	    4


	Task Level
	5.  Provide Communication Connectivity:  P.  Start Network Software – Level 1
	Know
	Skill

	     Level 1
	1.a. Start/restart network software
	
	    2

	Level 2
	2.a. Understand the relationship and dependence of system files and network software
	     C
	

	
	2.b. Determine what network processes are running 
	
	    3


	Task Level
	5.  Provide Communication Connectivity:  Q.  Test Communications Connectivity – Level 1
	Know
	Skill

	Level 1
	1.a.  Know commands to test communications connectivity (i.e., ping)
	     B
	

	
	1.b.  Learn SOP for testing communications connectivity
	     B
	

	
	1.c.  Learn security constraints implemented into commands for testing communications connectiv​ity
	     B
	

	
	1.d.  Conduct connectivity test
	
	    2

	Level 2
	2.a.  Implement security constraints into commands for testing communications connectivity 
	
	    3

	
	2.b.  Maintain SOP for testing communications connectivity
	
	    3

	Level 3
	3.a.  Develop security constraints and scripts to test for communications connectivity 
	
	    4

	
	3.b.  Create SOP for testing communications connectivity
	
	    4


	Task Level
	5.  Provide Communication Connectivity:  R.  Stop Network Software – Level 1
	Know
	Skill

	Level 1
	1.a.  Know commands to stop network software 
	     B
	

	
	1.b.  Know impact of stopping services on the network
	     B
	

	
	1.c.  Stop network software
	
	    2


	Task Level
	5.  Provide Communication Connectivity:  S.  Re-establish Host Connectivity – Level 1
	Know
	Skill

	Level 1
	1.a.  Troubleshoot hardware connectivity (check network cabling, hub ports, etc.)
	     
	    2

	
	1.b.  Diagnose network connectivity problem by error/console messages
	
	    2

	
	1.c.  Use commands to check connectivity
	
	    2


NOTE:  All tasks in Section 6, Ensure Security, will be done in conjunction with an  ISSO/and or other security approving authority(ies)

	Task Level
	6.  Ensure Security:  A.  Help Establish Audit Guidelines – Level 3
	Know
	Skill

	Level 1
	1.a.  Know how to force audit of administrators’ account and where log is located 
	     B
	

	  
	1.b.  Know what data can be audited and what it can be used for
	     B
	

	Level 2
	2.a.  Corollate relationship of audit logs 
	
	    3

	
	2.b.  Learn how to filter audit logs 
	     C
	    3

	
	2.c.  Learn about system vulnerabilities and risk issues
	     C
	

	Level 3
	3.a.  Establish audit guidelines
	
	    4

	
	3.b.  Make audit recommendations
	
	    4

	
	3.c.  Develop audit log filters 
	
	    4


	Task Level
	6.  Ensure Security:  B.  Help Establish User Security Guidelines – Level 3
	Know
	Skill

	Level 1
	1.a.  Know how to enforce user passwords and password aging 
	     A
	

	
	1.b.  Know how to restrict administrator access 
	     A  
	

	
	1.c.  Know how to set file permissions
	     B
	

	
	1.c.  Know user securtiy guidelines
	     B
	

	Level 2
	2.a.  Set file permission for all files at creation in accordance with SOP 
	
	    3

	
	2.b.  Restrict user access of specific commands 
	
	    3

	Level 3
	3.a.  Publish user security guidelines in accordance with security policies
	
	    4

	
	3.b.  Work with other Level 3 system administrators to help establish user security guidelines, per system/operating system
	
	    4

	
	3.c.  Brief user security guidelines to other system administrators to help them rein​force/explain guidelines to users
	
	    4


	Task Level
	6.  Ensure Security:  C.  Assist in Writing System Security Plans – Level 2, 3
	Know
	Skill

	Level 1
	1.a.  Know the system security plan (SSP) process and the security “Chain of Command”
	     B
	

	
	1.b.  Know administrative approval state of your system (Interim Approval To Operate (IATO), approved SSP)
	     B 
	

	
	1.c. Learn which data classification levels/compartments reside on the systems administered and how to implement data to implement data protection mechanisms
	     B
	

	
	1.d.  Know how to find the information to create SSP
	     B
	

	Level 2
	2.a.  Obtain current SSP form from Chief Information Officer (CIO) or Intranet
	
	    3

	
	2.b.  Obtain existing SSP from Information System Security Manager (ISSM)
	
	    3

	
	2.c.  Ensure device consistency with organization’s inventory
	
	    3

	
	2.d.  Validate software licenses
	
	    3

	
	2.e.  Validate system configuration or diagram network topology
	
	    3

	
	2.f. Know which data classification levels/compartments reside on the systems administered and how to implement data to implement data protection mechanisms
	     C
	    

	
	2.g.  Learn to complete required system security documentation
	     C
	

	    Level 3
	3.a.  Complete required system security documentation
	
	    4


	Task Level
	6.  Ensure Security:  D.  Assist in Host Network Accreditation Level 2, 3
	Know
	Skill

	Level 1
	1.a.  Know purpose of host network accreditation
	     B
	

	
	1.b.  Know if acknowledgement, banners and stickers are in place
	     B
	

	
	1.c. Read system security plan (SSP) 
	     
	    2

	     Level 2
	2.a. Assist Accreditation Action Officer (AAO) on walk through of system area 
	     
	    3

	Level 3
	3.a. Assist Accreditation Action Officer (AAO) on walk through of system area
	
	    4

	
	3.b.  Prepare for accreditation interview
	
	    4


	Task Level
	6.  Ensure Security:  E.  Ensure Output Labeling Procedures – Level 2
	Know
	Skill

	Level 1
	1.a.  Know where banners are located on systems 
	B
	

	
	1.b.  Know role of banner pages in relation to security
	B
	

	
	1.c.  Know labeling policy 
	B
	

	
	1.d.  Learn how to activate/setup banner pages
	B
	

	Level 2
	2.a.  Know labeling policy
	C
	

	
	2.b. Activate banner pages as required by policy
	
	3

	
	2.c.  Modify files containing banners
	
	3

	Level 3
	3.a.  Create SOP for banner pages
	
	4


	Task Level
	6.  Ensure Security:  F.  Ensure Data Labeling Procedures – Level 2
	Know
	Skill

	Level 1
	1.a.  Know proper use of labeling for all applications 
	B
	

	Level 2
	2.a.  Ensure all web documents, classified or otherwise, are marked properly 
	
	3

	
	2.b.  Implement software to check for proper handling of labels in mail and other applications prior to leaving “span of control”
	
	3


	Task Level
	6.  Ensure Security:  G.  Assist in Testing Security Mechanisms – Level 2
	Know
	Skill

	Level 1
	1.a.  Know the policy for running security tools on the networks
	     B
	

	
	1.b.  Know POC for available security tools
	     B
	

	
	1.c.  Learn the legal policies on security testing/straining the system
	     B
	

	
	1.d.  Learn security tools prior to usage
	     B
	

	Level 2
	2.a. Execute available security tools 
	
	    3

	
	2.b.  Understand a tool’s impact on the network, prior to running it, and plan accordingly
	     C
	

	
	2.c.  Know the legal policies on security testing/straining the system
	     C
	

	Level 3
	3.a. Interpret tool output and compare with SOP and CONOP
	 
	    4


	Task Level
	6.  Ensure Security:  H.  Assist in Analysis of Audit Trails – Level 2
	Know
	Skill

	Level 1
	1.a.  Learn SOP for system level audit trails
	     B
	

	
	1.b.  Learn to conduct analysis on audit logs
	     B
	

	
	1.c.  Learn how audit logs work
	     B
	

	     Level 2
	2.a.  Ensure that audit trails are stored in accordance with applicable policies
	
	    3

	
	2.b. Review the files created by the audit process
	
	    3

	
	2.c.  Understand how information in audit logs must be cross-checked and compared with other logs 
	     C
	


	Task Level
	6.  Ensure Security:  I.  Assist in Incident Handling – Level 2
	Know
	Skill

	Level 1
	1.a.  Know normal operations of your environment to know what might be an incident 
	     B
	

	
	1.b.  Instruct customers to notify system administrators of abnormal behaviors 
	
	    2

	
	1.c.  Learn incident reporting and handling procedures
	     B
	

	Level 2
	 2.a.  Know how to isolate system in the event of an incident
	     C
	

	
	2.b.  Follow incident reporting procedures
	
	    3

	
	2.c.  Know  incident reporting and handling procedures
	     C
	

	
	2.d. Stay current on threats advisories
	
	    4


	Task Level
	6.  Ensure Security:  J.  Enforce Security Procedures Level 1, 2, 3
	Know
	Skill

	Level 1
	1.a.  Follow correct security procedures for system administration functions
	
	    2

	
	1.b. Recognize incorrect security procedures and take corrective measures
	
	    2

	
	1.c.  Know where to report information system security incidents 
	     B
	

	
	1.d.  Explain security procedures to customers
	
	    2

	
	1.e.  Know how to manage high-risk software; virus scanning process for it, required documentation and approval, etc.
	     B
	

	
	1.f.  Know destruction and storage procedures
	     B
	

	
	1.g.  Ensure Anti-virus software operational
	
	    3

	
	1.h.  Ensure that all workstations have the proper banner page upon bootup/login and are correctly labeled
	 
	    3

	
	1.i.  Understand the configuration control 
	     B
	

	
	1.j.  Verify users clearances prior to creating an account
	
	    2

	Level 2
	2.a.  Implement password and user account management by individual login
	
	    3

	
	2.b.  Notify users of system changes
	
	    3

	
	2.c.  Enforce use of  screen locks
	
	    3

	
	2.d.  Ensure all web-based files have appropriate classification markings
	
	    3

	
	2.e.  Enforce storage and data handling in accordance with classification guidance 
	
	    3

	Level 3
	3.a.  Ensure that all customers follow the established security guidelines
	
	    4

	
	3.b.  Ensure that all administrators follow the established security guidelines as well as the estab​lished configuration control guidelines
	
	    4

	
	3.c.  Report any incidents through the Information System Security chain 
	
	    4

	
	3.d.  Assist with investigat​ing and resolving computer security incidents
	
	    4


	Task Level
	6.  Ensure Security:  K.  Assist in Maintaining Physical Security for the System – Level 1
	Know
	Skill

	Level 1
	1.a.  Keep cipher lock codes secure 
	
	    3

	
	1.b.  Know the importance of compartmented areas and correct procedures when working in one
	     B
	

	
	1.c.  Recognize potential physical security problems
	
	    3

	
	1.d.  Knowledge of physical security threats to systems
	     C
	

	
	1.e.   Disable CD Rom and floppy drives
	
	    3

	
	1.f.  Secure administrator access 
	
	    3

	     Level 2
	2.a.  Maintain physical security SOP 
	 
	    3

	Level 3
	3.a.  Create physical security SOP 
	
	    4


	Task Level
	6.  Ensure Security:  L.  Assist in Maintaining Device Access Control – Level 1
	Know
	Skill

	    Level 1
	1.a.  Configure software and peripheral with correct permissions
	
	    3

	
	1.b.  Understand implications of trust relationships
	     C
	


	Task Level
	6.  Ensure Security:  M.  Report Security Incidents – Level 1, 2, 3
	Know
	Skill

	Level 1,2,3
	1.a.  Know the Computer Security/Virus Incident Report (CSIR) process
	     B
	

	
	1.b.  Know role of Security Authority 
	     B 
	

	
	1.c.  Know what constitutes a security incident
	     B
	

	
	1.d.  Complete a computer security virus incident report
	
	    3

	
	1.e.  Report any computer security incidents through the Information System Security chain 
	
	    4


	Task Level
	7.  Manage Accounts:  A.  Plan Account Management Strategy – Level 3
	Know
	Skill

	Level 1
	1.a.  Learn procedures/guidelines for determining user accesses in concurrence with configuration control and management
	     B
	

	
	1.b.  Learn SOP for account management strategy
	     B
	

	     Level 2
	2.a. Maintain SOP for account management strategy
	
	    3

	
	2.b.  Learn to write and use scripts that check on user logins 
	     C
	

	     Level 3 
	3.a.  Establish scripts that check on user logins 
	
	    4

	
	3.b.  Ensure that privileged user and user forms are on file 
	
	    4

	
	3.c.  Create SOP for account management strategy
	
	    4


	Task Level
	7.  Manage Accounts:  B.  Establish User Login Environments – Level 2
	Know
	Skill

	Level 1
	1.a.  Learn to configure user profile
	     B
	

	
	1.b.  Learn to manage password parameters
	     B
	

	Level 2
	2.a. Configure user profile as specified by the security policy
	
	    3

	
	2.b.  Manage password parameters
	
	    3

	
	2.c.  Maintain SOP for establishing user profiles
	
	    3

	Level 3
	3.a.  Create SOP for establishing user profiles
	
	    4

	
	3.b.  Validate configuration of user profiles
	
	    4


	Task Level
	7.  Manage Accounts:  C.  Assist in Managing Mandatory Access Controls – Level 2
	Know
	Skill

	Level 1
	1.a.  Know the approved alternatives to Mandatory Access Control and why they are required
	     B
	

	
	1.b.  Learn how to implement alternatives to mandatory access control
	     B
	

	
	1.c.  Learn the difference between Mandatory Access Control (MAC) and Discretionary Access Con​trol (DAC)
	     B
	

	
	1.d.  Learn about commands that open access to systems (impact security)
	     B
	

	Level 2
	2.a.  Know how to implement Alternatives to Mandatory Access Control (MAC) 
	     C
	

	
	2.b.  Implement MAC where applicable 
	
	    3

	
	2.c.  Maintain SOP for managing mandatory access controls
	 
	    3

	Level 3
	3.a.  Create SOP for managing mandatory access controls
	
	    4

	
	3.b.  Ensure that mandatory access controls are implemented and not circumvented
	
	    4


	Task Level
	7.  Manage Accounts: D.  Manage Account Priviledges – Level 2
	Know
	Skill

	     Level 1
	1.a.  Learn how to restrict administrator access in accordance with security policy
	     B
	

	
	1.b.  Learn SOP for managing account privileges
	     B
	

	Level 2
	2.a.  Obtain signed privileged user/user acknowledgement forms 
	
	    3

	
	2.b.  Restrict administrator access in accordance with security policy
	
	    3

	
	2.c.  Maintain SOP for managing account privileges
	
	    3

	
	2.d.  Coordinate individual’s account privileges with their clearances (i.e., security organization)
	
	    3

	Level 3
	3.a.  Ensure compliance and consistency between account priviledges and access priviledges
	
	    4

	
	3.b.  Create SOP for managing account privileges
	
	    4


	Task Level
	7.  Manage Accounts:  E.  Audit Account Activity – Level 2
	Know
	Skill

	Level 1
	1.a.  Learn SOP for auditing account activity
	    B
	

	
	1.b.  Learn to generate scripts for audit reduction and/or search capabilities
	    B
	

	
	1.c.  Learn how to review logs and when and how to interpret the entries
	    B
	

	Level 2
	2.a.  Ensure all account accesses are written to system audit files 
	
	    3

	
	2.b. Correlate Searchlight query data with valid user accounts 
	
	    3

	
	2.c.  Maintain SOP for auditing account activity
	
	    3

	
	2.d.  Create scripts for audit reduction and/or search capabilities
	
	    3

	Level 3
	3.a.  Create SOP for auditing account activity
	
	    4

	
	3.b.  Define scripts for audit reduction and/or search capabilities in accordance with policy
	
	    4


	Task Level
	7.  Manage Accounts:  F.  Manage Resources Used By Accounts – Level 2
	Know
	Skill

	Level 1
	1.a.  Learn to establish groups to control access
	     B
	

	
	1.b.  Learn to modify accesses by configuring services
	     B
	

	
	1.c.  Learn how to share and export files and directories
	     B
	

	Level 2
	2.a. Restrict access to individual hosts 
	
	    3

	
	2.b.  Establish groups to control access
	
	    3

	
	2.c.  Modify accesses by configuring services
	
	    3

	
	2.d. Share and export files and directories
	
	    3

	
	2.e.  Maintain SOP for managing resources used by accounts
	
	    3

	
	2.f.  Learn relationship between resources, topology, and user accounts
	     C
	

	
	2.g. Implement configuration changes to maintain security of resources, topology, and user accounts
	
	    3

	Level 3
	3.a.  Create SOP for managing resources used by accounts
	
	    4

	
	3.b.  Understand relationship between resources, topology, and user accounts
	     B
	

	
	3.c. Plan configuration changes to maintain security of resources, topology, and user accounts
	
	    4


	Task Level
	7.  Manage Accounts:  G.  Add New Accounts – Level 1
	Know
	Skill

	    Level 1
	1.a.  Know values for each field in the password file
	     B
	

	
	1.b.  Know policy for user accounts and password
	     B
	

	
	1c.  Create account in accordance with SOP and system security plan (SSP)
	
	    3

	
	1.d.  Validate function of account and access to appropriate peripherals and account applications
	
	    3

	
	1.e.  Understand user attributes 
	     B
	

	Level 2
	2.a. Maintain SOP for adding new accounts 
	  
	    3

	Level 3
	3.a.  Create SOP for adding new accounts 
	
	    4

	
	3.b.  Ensure security policy for adding new accounts is not circumvented
	
	    4


	Task Level
	7.  Manage Accounts:  H.  Assist in Setting the Account’s Access Control List- Level 1
	Know
	Skill

	     Level 1
	1.a.  Know why and how ACLs are used
	     B
	

	
	1.b. Implement Access Control Lists (ACL)
	
	    2

	Level 2
	2.a.  Maintain SOP for setting account ACLs
	
	    3

	Level 3
	3.a. Create SOP for setting account ACLs
	
	    4


	Task Level
	7.  Manage Accounts:  I.  Explain Basic Operating Procedures – Level 1
	Know
	Skill

	Level 1
	1.a.  Explain basic operating procedures
	
	    3

	Level 2
	2.a. Maintain SOP for basic operating procedures
	
	    3

	Level 3
	3.a. Create SOP for basic operating procedures
	
	    4


	Task Level
	7.  Manage Accounts:  J.  Assist in Modifying Passwords – Level 1
	Know
	Skill

	Level 1
	1.a.  Know password policy
	     A
	

	
	1.b.  Explain to user password protection/selection policy
	
	    3

	
	1.c.  Implement protection procedure for password locking and enabling
	
	    3

	Level 2
	2.a. Maintain SOP for modifying passwords
	
	    3

	Level 3
	3.a. Create SOP for modifying passwords
	
	    4


	Task Level
	7.  Manage Accounts:  K.  Delete Accounts – Level 1
	Know
	Skill

	Level 1
	1.a. Define the files which are affected when an account is deleted
	
	    3

	
	1.b.  Define how a user account can be associated with a file and if others have access to that file
	
	    2

	
	1.c.  Delete user account and associated files 
	
	    3

	
	1.d. Transfer files to active accounts according to record management policy
	
	    3

	
	1.e.  Understand the commands used to delete/remove account files
	     C
	

	
	1.f.  Understand the process for releasing files to users when they relocate
	     C
	

	
	1.g.  Understand the process of file release/account creation for personnel departing government and becoming a contractor
	     C
	

	
	1.h.  Know archival procedures/moving procedures
	     B
	

	Level 2
	2.a. Maintain SOP for account deletion
	
	    3

	Level 3
	3.a.  Create SOP for account deletion
	
	    4


	Task Level
	8.  Interact With Others:  A.  Make Recommendations to Management – Level 3
	Know
	Skill

	Level 1
	1.a.  Become familiar with chain of command and organizational communications
	     C
	

	Level 2
	2.a.  Suggest changes to level 3 system administrator for presentation to management 
	
	    3

	Level 3
	3.a.  Draft proposals for purchase of equipment associated with changes to architecture, users and security
	
	    4

	
	3.b.  Draft recommendations to management 
	
	    4


	Task Level
	8.  Interact With Others:  B.  Coordinate With Other System Administrators Level 1, 2, 3
	Know
	Skill

	Level 1, 2, 3
	1.a. Collaborate with other system administrators to solve problems
	
	    3

	
	1.b. Contribute to system administration group meetings
	
	    2

	
	2.b.  Notify peers of planned modifications to system and implement during preventive maintenance (PM) schedule
	
	    3


	Task Level
	8.  Interact With Others:  C.  Participate in Working Groups – Level 2, 3
	Know
	Skill

	Level 2,3
	2.a.  Participate in working groups
	
	    3

	
	3.b.  Organize working groups 
	
	    4


	Task Level
	8.  Interact With Others:  D.  Present Briefings – Level 2, 3
	Know
	Skill

	Level 1
	1.a.  Assist in preparation of briefings/presentations
	
	    2

	Level 2
	2.a.  Share conference/seminar information with peers
	
	    3

	Level 3
	3.a.  Coordinate briefings/presentations
	
	    4

	
	3.b.  Review Level 1, 2 and 3 presentations
	
	    4


	Task Level
	8.  Interact With Others:  E.  Delegate Responsibility
	Know
	Skill

	Level 2,3
	3.b.  Provide tasking to system administrators
	
	    4


	Task Level
	8.  Interact With Others:  F.  Train Users – Level 2
	Know
	Skill

	Level 1
	1.a.  Provide informal system training/desktop training to users
	
	    2

	Level 2
	2.a.  Inform customer on system modifications
	
	    3

	
	2.b.  Provide training to users
	
	    3

	Level 3
	3.a.  Coordinate training sessions for users
	
	    4


	Task Level
	8.  Interact With Others:  G.  Generate Working Aids – Level 2
	Know
	Skill

	    Level 1
	1.a. Create working aides for basic system administration functions
	
	    2

	Level 2
	2.b. Draft working aids for others
	
	    3

	Level 3
	3.a.  Establish guidelines/format for generation of working aids
	
	    4

	
	3.b.  Establish working aides for other Level 3 functions
	
	    4


	Task Level
	8.  Interact With Others:  H.  Interact With System Support Personnel – Level 2
	Know
	Skill

	Level 1,2,3
	1.a.  Work with other system administrators
	
	    3

	Level 2
	2.a.  Ensure that various level administrators/system support personnel have opportunities to work on taskings together
	
	    3


	Task Level
	8.  Interact With Others:  I.  Interact With Hardware Support Personnel – Level 2
	Know
	Skill

	Level 1
	1.a.  Observe maintenance work being performed
	
	    2

	Level 2
	2.a.  Work with hardware support personnel to ensure configuration control and configuration man​agement data is current
	
	    3

	
	2.b.  Implement notification process when user workstations are modified
	
	    3


	Task Level
	8.  Interact With Others:  J.  Interact With Software Developers – Level 2
	Know
	Skill

	Level 1
	1.a. Work with software developers
	
	    1

	     Level 2
	2.a. Work with software developers
	
	    2

	Level 3
	3.a.  Work with software developer 
	
	    3


	Task Level
	8.  Interact With Others:   K.  Interact With Vendors – Level 1, 2
	Know
	Skill

	Level 1
	1.a.  Understand the role of vendors
	     B
	

	
	1.b.  Know what contractors/vendors are able to provide and what we can/cannot accept
	     A
	

	
	1.c.  Know how to interact with uncleared contractors near/about systems
	     B
	

	
	1.d.  Know physical security requirements/policy when dealing with uncleared vendors/contractors
	     C
	

	Level 2
	2.a.  Interact with vendors to keep abreast of upgrades 
	
	    3            

	Level 3
	3.a.  Develop tasks and statements of work for vendors
	
	    3

	
	3.b.  Arrange for demonstrations and discussions of software/hardware changes with vendor
	
	    3


	Task Level
	8.  Interact With Others:  L.  Communicate With ISSM/ISSO – Level 1, 2, 3
	Know
	Skill

	Level 1
	1.a.  Know your Information System Security chain of command
	     C
	

	
	1.b.  Understand the role/mission of the security chain of command
	     C    
	

	Level 2
	2.a.  Notify information system security chain of command of changes to system that affect the System Security Plan (SSP)
	
	    3

	     Level 3
	3.b.  Work with security chain of command on Computer Security/Virus Incident Report (CSIR) for system
	
	    4


	Task Level
	8.  Interact With Others:  M.  Communicate With Network Operations Centers – Level 2
	Know
	Skill

	Level 1
	1.a.  Know the role of the network operations center
	     B
	

	
	1.b.  Know all means to reach network operations center
	     B
	

	
	1.c.  Know what information must be communicated to the network operations center
	     B
	

	Level 2
	2.a.  Keep abreast of planned system outages
	
	    3

	
	2.b. Maintain SOP for informing users of network outages (scheduled or unscheduled)
	
	    3

	Level 3
	3.a.  Plan system outages
	
	    4

	
	3.b.  Create SOP for informing users of network outages (scheduled or unscheduled)
	
	    4


	Task Level
	8.  Interact With Others:  N.  Communicate With System Operations Centers – Level 2
	Know
	Skill

	Level 1
	1.a.  Know all means to reach system operations center
	     B
	

	
	1.b.  Know what information must be communicated to the system operations center
	     B
	

	Level 2
	2.a.  Keep abreast of planned system outages
	
	    3 

	
	2.b.  Maintain SOP for informing users of system outages (scheduled or unscheduled
	
	    3

	Level 3
	3.a.  Plan for system outages
	
	    4

	
	3.b.  Create SOP for informing users of system outages (scheduled or unscheduled
	
	    4


	Task Level
	8.  Interact With Others:  O.  Provide Working Aids – Level 1
	Know
	Skill

	     Level 1
	1.a.  Distribute instructions and working aids to users
	
	    3


	Task Level
	8.  Interact With Others:  P.  Inform Users of System Status – Level 1
	Know
	Skill

	Level 1
	1.a. Communicate to users - in layman’s terms - the system problems and sta​tus, as well as anticipated downtime or system recovery time
	
	    3


	Task Level
	8.  Interact With Others:  Q.  Handle User Calls – Level 1
	Know
	Skill

	Level 1
	1.a.  Follow SOP for handling user calls and logging information
	
	    3

	     Level 2
	2.a.  Maintain SOP for handling user calls and logging information
	
	    3

	     Level 3
	3.a.  Create SOP for handling user calls and logging information
	
	    4


	Task Level
	9.  Troubleshoot Problems:  A.  Recreate Scenario – Level 2
	Know
	Skill

	Level 1
	1.a.  Assist in evaluating scenario
	
	    2

	Level 2
	2.a.  Recreate scenario in test environment
	
	    3

	
	2.b.  Verify scenario conditions with customer
	
	    3

	
	2.c.  Document process and problems to shorten cycle in future
	
	    3


	Task Level
	9.  Troubleshoot Problems:  B.  Interpret Error Messages – Level 2
	Know
	Skill

	Level 1
	1.a.  Provide error messages to other system administrators
	
	    2

	Level 2
	2.a.  Maintain working aid of error messages for troubleshooting
	
	    3

	
	2.b.  Interpret error messages
	
	    3

	Level 3
	3.a.  Provide assistance to other system administrators in interpreting error messages
	
	    4


	Task Level
	9.  Troubleshoot Problems:  C.  Test Components – Level 2
	Know
	Skill

	Level 1
	1.a.  Work with Level 2 administrator in testing components
	
	    2

	Level 2
	2.a.  Perform testing in a controlled environment 
	
	    3  

	Level 3
	3.a.  Provide assistance to level 2 in testing components
	
	    4


	Task Level
	9.  Troubleshoot Problems:  D.  Isolate Problems – Level 2
	Know
	Skill

	Level 1
	1.a.  Work with level 2 administrator in isolating problems
	     B
	

	Level 2
	2.a.  Know network configuration
	     C
	

	
	2.b. Isolate problem 
	
	    3

	
	2.c.  Maintain SOP for isolating problems
	
	    3

	
	2.d.  Consider ramification of actions
	
	    3

	Level 3
	3.a.  Create SOP for isolating problems
	
	    4


	Task Level
	9.  Troubleshoot Problems:  E.  Maintain Log of Problems and Solutions – Level 2 
	Know
	Skill

	Level 1
	1.a.  Enter problems and solutions in the log
	
	    3

	Level 2
	2.a.  Maintain a SOP for tracking problems and solutions
	
	    3

	
	2.b.  Make log available for those who have a need-to-know
	
	    3

	
	2.c. Correlate related problems and perform searches
	
	    3

	Level 3
	3.a. Create an SOP for tracking problems and solutions
	
	    4


	Task Level
	9.  Troubleshoot Problems:  F.  Recover From System Crashes – Level 2
	Know
	Skill

	Level 1
	1.a.  Work with system administrators recovering from crashes
	
	    2

	Level 2
	2.a.  Maintain SOP for system recovery
	
	    3

	
	2.b.  Perform system recovery
	
	    3

	Level 3
	3.a.  Create SOP for recovering from system crashes
	
	    4


	Task Level
	9.  Troubleshoot Problems:  G.  Respond to User Identified Problems – Level 1
	Know
	Skill

	Level 1
	1.a.  Follow SOP to respond to user identified problems 
	
	    2

	Level 2
	2.a.  Maintain SOP to respond to user identified problems
	
	    3

	Level 3
	3.a.  Create SOP to respond to user identified problems
	
	    4


	Task Level
	9.  Troubleshoot Problems:  H.  Gather Information – Level 1
	Know
	Skill

	Level 1
	1.a.  Follow SOP to gather information 
	
	    2

	Level 2
	2.a. Maintain SOP to gather information
	
	    3

	Level 3
	3.a. Create SOP to gather information
	
	    4


	Task Level
	9.  Troubleshoot Problems:  I.  Use Diagnostic Tools – Level 1
	Know
	Skill

	Level 1
	1.a.  Know how to run diagnostic tools 
	     B
	

	
	1.b.  Perform preliminary analysis of results
	
	    3

	
	1.c.  Compare baseline diagnostic with current diagnostics
	
	    2

	
	1.d.  Document results and provide information to chain of command 
	
	    3

	Level 2
	2.a.  Maintain SOP for use of diagnostic tools 
	
	    3

	Level 3
	3.a.  Create SOP for use of diagnostic tools
	
	    4


	Task Level
	9.  Troubleshoot Problems:  J.  Initiate Corrective Action – Level 1
	Know
	Skill

	Level 1
	1.a.  Follow SOP to initiate corrective action procedures
	
	    2

	     Level 2
	2.a.  Maintain SOP for corrective action procedures
	
	    3

	     Level 3
	3.a.  Create SOP for corrective action procedures
	
	    4


	Task Level
	10.  Maintain Expertise:  A.  Explore System Capabilities – Level 1, 2
	Know
	Skill

	Level 1,2,3
	Explore system capabilities 
	
	    3


	Task Levels
	10.  Maintain Expertise:  B.  Interpret Technical Manuals – Level 1, 2
	Know
	Skill

	Level 1,2,3
	Read documentation 
	
	    3


	Task Level
	10.  Maintain Expertise:  C.  Attend Classes – Level 1, 2
	Know
	Skill

	Level 1,2,3
	1.a.  Know sources of training
	     C
	

	Level 1,2,3
	1.a.  Attend training to maintain or improve skill level 
	
	    3

	Level 3
	3.a.  Create career development plan for levels 1 and 2
	
	    4


	Task Level
	10.  Maintain Expertise:  D.  Participate in Peer Groups – Level 1, 2
	Know
	Skill

	Level 1,2,3
	1.a.  Attend meetings and presentations
	
	    3

	
	1.b.  Participate in professional groups 
	
	    3


	Task Level
	10.  Maintain Expertise:  E.  Read Journals – Level 1, 2
	Know
	Skill

	Level 1,2,3
	1.a.  Read relevant professional publications 
	
	    3


	Task Level
	10.  Maintain Expertise:  F.  Attend Seminars and Conferences – Level 1, 2
	Know
	Skill

	Level 1,2,3
	1.a.  Attend relevant seminars, conferences, and conventions 
	
	    4

	Level 3
	3.a.   Plan relevant seminars, conferences, and conventions
	
	    4


Appendix D – Course Evaluation
Course Title:






Course Location:    

Course Dates:

Please comment on our effectiveness in the following areas and the applicability of these areas to your needs.  Explain NO and any UNACCEPTABLE responses in the General Comments section.

	
	Yes
	No

	Were the course objectives accomplished?
	
	

	Did the course meet your expectations?
	
	

	Did the course meet your needs?
	
	

	Were the participant materials appropriate?
	
	

	Did the instructor allot enough time for questions and discussions?
	
	

	Did the instructor answer questions adequately?
	
	


For my preparation and level of knowledge, the training was:

	Too 

Difficult  
	
	Somewhat Difficult  
	
	About

 Right 
	
	Somewhat Elementary  
	
	Too Elementary  
	


For me, the pace at which the subject matter was covered was:

	Too

Fast  
	
	Somewhat Fast  
	
	About

 Right  
	
	Somewhat

Slow  
	
	Too 

Slow  
	


For what I got out of this training, the workload was:

	Too

Heavy  
	
	Somewhat Heavy  
	
	About 

Right  
	
	Somewhat

Light  
	
	Too 

Light  
	


Considering my previous experience with this subject matter, the course content was:

	Not Applicable  
	
	State-of-

the-Art  
	
	Current  
	
	Somewhat

Current  
	
	Out of Date  
	


Which one of the following best describes the usefulness of this training for your job?

	Essential  
	
	Very

Useful  
	
	Somewhat

Useful  
	
	Not

Useful  
	


How much do you think you learned from this training?

	A Great

Amount  
	
	A Significant Amount  
	
	A Moderate Amount  
	
	Not 

Much  
	


How long has it been since you took a course in the subject area in training?

	More than 6 years 
	
	4 to 6 years 
	
	1 to 3 years 
	
	Less than 1 year 
	
	My first course 
	


How many courses you have completed in the subject area related to this training?

	More

than 15  
	
	11 to 15  
	
	5 to 10  
	
	1 to 4  
	
	None  
	


Indicate the extent of your work experience in the general subject area of this training:

	More than 6 years  
	
	4 to 6 

years  
	
	1 to 3

years  
	
	Less than 1 year  
	
	My first 

course  
	


Which ONE of the following was your most important reason for selecting this course?

	Prerequisite

or to provide background for other training  
	
	Information required in present or new job 
	
	Required for certification requirements 
	
	Sent or recommended by supervisor 
	


Indicate your current status:

	Contractor  
	
	Other Federal Civilian 
	
	DoD

Civilian  
	
	Active Duty 

Military  
	


Course Material Subject Matter Coverage

	Excellent 

 
	
	Above

Average  
	
	Average  
	
	Unacceptable  
	


Organization of Course Material Subject Matter

	Excellent 

 
	
	Above

Average  
	
	Average  
	
	Unacceptable  
	


Facility – Student Lounge, Classroom

	Excellent 

 
	
	Above

Average  
	
	Average  
	
	Unacceptable  
	


Registration Process

	Excellent 

 
	
	Above

Average  
	
	Average  
	
	Unacceptable  
	


Overall Course Evaluation

	Excellent 

 
	
	Above

Average  
	
	Average  
	
	Unacceptable  
	


INFOSEC Affiliation:

	ISSM


	
	ISSO
	
	NSO
	
	Manager
	
	Other
	


How did you hear about this course?

General comments:

Instructor Evaluation
Instructor Name:  

Ability to communicate

	Excellent  
	
	Above Average  
	
	Average  
	
	Unacceptable  
	


Knowledge of material

	Excellent  
	
	Above Average  
	
	Average  
	
	Unacceptable  
	


Delivery of course material

	Excellent  
	
	Above Average  
	
	Average  
	
	Unacceptable  
	


Ability to answer student questions

	Excellent  
	
	Above Average  
	
	Average  
	
	Unacceptable  
	


Professional demeanor

	Excellent  
	
	Above Average  
	
	Average  
	
	Unacceptable  
	


Ability to cite specific examples

	Excellent  
	
	Above Average  
	
	Average  
	
	Unacceptable  
	


Response to student questions

	Excellent  
	
	Above Average  
	
	Average  
	
	Unacceptable  
	


Solicitation of class involvement

	Excellent  
	
	Above Average  
	
	Average  
	
	Unacceptable  
	


Class control

	Excellent  
	
	Above Average  
	
	Average  
	
	Unacceptable  
	


Subject enthusiasm

	Excellent  
	
	Above Average  
	
	Average  
	
	Unacceptable  
	


Diction and presentation

	Excellent  
	
	Above Average  
	
	Average  
	
	Unacceptable  
	


Ability to hold class attention

	Excellent  
	
	Above Average  
	
	Average  
	
	Unacceptable  
	


Friendliness and helpfulness

	Excellent  
	
	Above Average  
	
	Average  
	
	Unacceptable  
	


Overall instructor rating

	Excellent  
	
	Above Average  
	
	Average  
	
	Unacceptable  
	











� NTISSI 4013, National Training Standard for System Administrators in INFOSEC, August 1997, pg. 2.


� By this time they should be solving more problems than they create.  If other system administrators are spending more time helping and training the individual than spending on system tasks, then the individual is still a trainee.


� If the level 1's are ever in the majority, the domain runs the risk of burning out the level 2 and level 3 system administrators.


� Too many level 3 system administrators will tend to produce either a committee approach or head-butting contest.  In either case there will not be a consistent direction for the domain.


� Nothing relating to Level 1 tasks.  Lose the screwdriver!


� DISA meeting with Navy trainers in Pensacola FL, Sept 97; with Army trainers in Ft. Gordon GA, Oct 97


� Classes can be taken at NSA, DISA, or other service agencies.  Computer based training Compact Disk media provided by DISA/IPMO Education, Training, & Awareness branch. See Appendix B.


� DITSCAP classes can be presented taken at DISA, though the platform courses will be made available to service agencies.  DISA/IPMO Education, Training & Awareness branch also provides computer based training Compact Disk media.  See Appendix B.


� NSA Computer System Manager System Administration Specialty (CSM-SA), July 1996


� National Training Standard for Information Systems Security Officers (ISSO), August 1997


� Authored by Maureen A. Flegal and Jennifer Farnsworth, NSA/CSS


� Authored by Ray A. Letteer, DISA/IPMO (SAIC)
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