Why Internet Explorer does not Recognize the Certification Authority?





This message, “Information you exchange with this site cannot be viewed or changed by others.  However, there is a problem with the site’s security certificate”, appears on Internet Explorer browsers who have not accepted the Certificate Authority (CA) of the server.  In this case, the browser does not recognize the Department of Defense (DoD) as the Certificate Authority.   The CA for https://iase.disa.mil is DoD.   
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To resolve this problem,  the user must install the DoD root as a “Trusted Root Certification Authority” on Internet Explorer.   Accepting  the DoD root in the browser, will insure access to future connections to DoD sites, which are part of the DoD Signing Chain.


�
Instructions for Importing the DoD root on Internet Explorer 5.5





Accepting the DoD root  in the browser, will insure access to future connections to DoD sites, which are part of the DoD Signing Chain. 





Before starting, obtain the DoD root file (dodroot.zip) from the PKI document area of the IASE.  The URL is https://iase.disa.mil/PKI/index.html.   (This is site is accessible to only *.mil and *.gov users.)    Please unzip file to dodroot.p7b format before proceeding. 





From the Internet Explorer (IE) 5.5 Menu bar, click Tools ( Internet options.





The Internet Options screen will appear. 
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Click the “Certificates” button.   The Certificate Manager page will appear.    Click “Trusted Root Certification Authorities” tab. 
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Click “Import” button for import wizard page to appear.  


Click the “Next” button and use your browse to locate the “dodroot.p7b” file on your machine. 
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Click the “Next” button.
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Click the option for  “Automatically select the certificate store based on the type of certificate”.


Click the “Next button”.





Click the “Finish” button.
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Click the “Yes” button to respond to Do you want to ADD the following ……
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Click the “OK” button.   The DoD root has been installed on your browser.


