Why Netscape does not Recognize the Authority?





This message, “…. Netscape does not recognize the authority that signed its Certificate.”, appears on browsers who have not accepted the Certificate Authority (CA) of the server.  In this case, the browser does not recognize the Department of Defense (DoD) as the Certificate Authority.    The CA for https:// iase.disa.mil is DoD.
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This message will occur until the user has accepted the certificate authority in the browser.   There are two options.  The first is to accept the authority for the server in the browser.   This will insure messages of this sort will not occur during future connections to the site. The second is to accept the DoD Signing Chain in the browser.  This will insure access to future connections to DoD sites, which are part of the DoD Signing Chain.  For PKI enabled sites, you will need your personal browser certificate to enter site.    Contact your PKI representative for further information. 
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Instructions for Accepting the Authority for the Server in the Browser





Accepting the authority for the server in the browser will insure messages of this sort will not occur during future connections to this site.





Click the “Next” button for the following three pop-up windows until you reach the screen below:
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Click “Accept this certificate forever (unit it expires)” and the “Next” button. 


Click “continue” on the Security Information screen to enter the site. 
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Instructions for Accepting the DoD Signing Chain in the browser





Accepting the DoD Signing Chain in the browser will insure access to future connections to DoD sites, which are part of the DoD Signing Chain.





To accept the DoD Signing Chain in your browser, you must have a Netscape browser cable of supporting 128-bit encryption to access the DoD Certification Authority site.  The URL is https://ca-1.chamb.disa.mil.   This local Certificate Authority is located in Chambersburg, PA.








Scroll down the left navigation bar and click “Accept This Authority in Your Navigator”.


The “Accept This Authority in Your Navigator” page will appear on the right side of the screen.
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Click “I want to trust all certificate authorities that share the same root authority.”


Click “Import Certificate Chain” button. 


Three New Certificate Authority pop-up windows will appear.  Click the “Next” buttons to respond until the following screen appears: 
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Click all the Accept buttons to toggle on the check boxes.


Click the “Next” buttons to respond until the short name screen appears.


Type “DoD PKI Med Root CA” for the name
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Click the “Finish” button. 


