Security Reference Model Survey
As a supplement to be added to the Wireless STIG, a Wireless Security Reference Model is being developed.  The reference model is being developed in order to facilitate the secure deployment and operation of wireless LAN technologies. This model will use the guidance provided by the STIG and DoD policy to describe approximately three to four technology based options for securely implementing wireless LAN technology.  These options will include descriptions of recommended technologies, recommended architecture, relevant policy, and other guidance documents that can be referenced when using a given model to securely deploy wireless on DoD NIPRNet connected networks.bb

In order to develop models that are useful, input from the DoD user community is needed.  This input should describe the current, and expected future use of wireless LAN technology.  Please take a few minutes to fill out this survey, email it to iase@ncr.disa.mil, and put Wireless Security Survey in the subject line.

        1.      What part of the DoD do you support?  

        2.      Are you currently using 802.11 wireless LANs?  

        3.      If you are using wireless LANs, what activity are they being used to support?  

        4.      What types of 802.11 wireless devices are you using? (Laptops, Tablet PCs, PDAs, etc.)  

        5.      How are you securing your 802.11 wireless networks?

                (WEP, VPN's, Layer 2 Wireless Security Gateway Products, Layer 3 Wireless Security Gateway Products, Type 1 Wireless, etc.) 

        6.      What types of wireless applications are being used on the network?  

        7.      Are your wireless applications critical to your operations?  

        8.      How sensitive is your data being transmitted across your wireless LANs?  

        9.      Could you provide a brief description of your architecture?  

        10.     Can you provide us with documentation on your current WLAN architecture? (If so, please attach to the e-mail response.)  

        11.     How pervasive is wireless in your environment?

        12.     Are you planning to use 802.11 wireless LANs in the future? If so, could you describe your plans?  

        13.     Do you have users installing wireless equipment on your network without proper authorization?  

        14.     What are your future plans for wireless (i.e. wireless, VoIP, 3G/4G, Bluetooth, 802.16, etc.)  

        15.     How would you assess your current wireless security posture?  

        16.     Are you available for further discussion about your wireless environment and wireless security needs?  If so, please include

your contact information.

                                Name: __________________________________________

                                Address: _________________________________________ 

                                Contact Phone #: __________________________________

                                e-Mail:  __________________________________________

        17.     Could we use your site as a case study in the reference architecture?  

        18.     Do you have any additional feedback you would like to provide?

